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The National Privacy Commission has.the powér to...

AL« receive complaints,
* |nstitute investigations,

* facilitate or enable séttlement.of complaints through
the use of alterpative dispute resolution processes,

e adjudicate,

e award indemnity‘on'matters affecting any personal
iInformation,

 prepare reports on disposition of complaints and
resolution of any investigation it initiates, and,

* ngCases it deems appropriate, publicize any such
report.
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Complaint Report fro Random
from a data a whistle audit
subject blowe

O
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The rules for

complaints handling V J
) ) oes not
are contained in ; May be based on a
NPC Circular 16-04, ward whistle news article. sectoral
“ blowers.
Rules of Procedure
of the NPC”.




Nature Of Complaints received by NP
as of 30 June 2017 0O
\

General Inguiry

Consumer

Frotection

Security of
FPersonal

Information (4. Credit Card

Drone

_

Q

Rights of
Sub'<

: Unauthorized
7 Ug?ggggafd Access/Breach
Feports

Unauthorized
Frocessing

P




Complaints & Investigation
Process 0“

1. Data Subject submits written
complaint to your organization.

4. After conducting its
investigation, the NPC may:
- Dismiss the case

- Send it to arbitration

- Find for complainant

Note: Findings are subject
to appeal, which must be
filed within 15 days.

g nces may tr'\gger
conduct an investigation
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The National Privacy Commission may...

 |ssue cease and desist orders, ipose a temporary or
permanent ban on the processing of pensonal information,
upon finding that the processing will e detrimental to
national security and publiC interest (Sec. 7.¢)

« Compel or petitiopfany entity,»"government agency or
iInstrumentalitydo abide by'its orders or take action on a
matter affecting datayprivacy (Sec. 7.d)

« Recommend to the Department of Justice the prosecution
and imposition of penalties specified in this Act (Sec. 7.i)

F . e Compliance Ban on .
Damag@ Publication Order Processing Prosecution
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Sec. 22. The head of each.goveranment
agency or instrumentality shallfbe

: responsible for complying.with the
— security requirements mentioned herein...

Sec. 34. Extentrof ldability. If the offender
| IS @ corpaoration, partnership or any
AVA juridicakpersonythe penalty shall be
Imposed upoOn'the responsible officers, as
the€icase may be, who participated In, or
by their\gross negligence, allowed the
commission of the crime.
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Data Privacy Act IRRS
of 2012 (proffulgated 2016)

Circular 16-01
Gov'’t Agencies
217 Series

Advisory 17-01
DPO Guidelines 4

Circular 16-O3 Circular 16-04
Breach Mgmt Rules Procedure
Advisory 17-03 | Circular 17-01

PIA Guidelines Registration



PUNISHABLE ACT JAIL TERM FINE (PE°$)

Access due to negligence 1y to 3y — 3y to by 6 5 O4dm
Unauthorized processing 1y to 3y — 3y to Q ‘h\%Ok to 4m
Unauthorized purposes 18m to 5y éto 70 500k to Z2m
Improper disposal — to%y 100k to Tm
Intentional breach »c!y 500k to 2m
Concealing breach Q' 18m to Sy 500k to Tm
Malicious disclosureq 18m to by 500k to Tm
Unauthorized disdb@ 1y to 3y — 3y to 5y 500k to 2m

Combinatio

n&ﬁc S 3y to by Tm to 5m
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Hypothetical Example:
Database of Patients \Qé

Your hospital collects records of patient&

The Board decides that it’sim im@%t to buy a new
piece of equipment ra@anétte Ing the data.

at ?of asthma patients onto a

atabase for a marketing campaign to
or a radical new asthma treatment.

Drug ?
t'patie

targe

One of a atients who was contacted files a complaint with
|, and eventually elevates this complaint to the NPC.

osf
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() DATA PRIVACY ACT OF 2012

[ ]
. L. [ ]
How Can an Organization Comply? :
L]
m Appoint a Data Protection Officer (DPO) .
Personal information controllers and personal information processors are ( 0 ;
' required to appoint or designate a data protection officer or compliance ( \ =
officer. DPOs will be accountable for ensuring compliance with applicabledaws 'p' -
and regulations relating to data protection and privacy ° »
- »
. reate Privacy
. Conduct a Privacy ; .
STEP 2: STEP 3 Management Framework o
Impact Assessment (PIA)
. 3 Your Privacy Management .
A privacy Impact Assessment ', y g
. = Program serves to align .
(PIA) is a process undertaken ; VA
. everyone in the organization -
and used by a company or : :
. in the same direction, to o
agency to evaluate and i ! 3 3
. Hianaze the IMpact ofis facilitate compliance with Data Privacy .
. e I’or Act and issuances of the NPC, and to .
. fnefsure zn -(tf pri\vac help your organization in mitigating the .
. | L impact of a data breach. .
[ ] [ ]
[ ] [ ]
[ ] [ ]
- i r privacy and data protection policies should not .
; ntinously be assessed, reviewed, and revised
" raining must be regularly conducted. z
L L
v STEP 5: Exercise Breach Reporting Procedures .
L L
- Upon the discovery of a personal data breach, or reasonable suspicion thereof, "
z it is important to conduct an initial assessment of the breach, to mitigate it’s >
impact, and to notify both the affected data subjects and the National Privacy
b Commision (NPC) within 72 hours of discovery. =
[ ]

m Register your company with the National Privacy
Commission (NPC)

Registration with the NPC is up-to-date and contains all necessary compliance ﬂ=/
documentation. Registration includes all automated processing operations that

would have legal effect on the data subject. Provide annual report which summarize
documented security incidents and personal data breaches.

%
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3-page Checklist '
[
L]
4 &% @ & # & % 9 @& @ F @ 8 % § & # F 3 8 8 @ ¥ ¢ ¥ B S 8 F Bh 9 -
L]
L]
Data Privacy Act (RA 10173) Checklist .
i Signs of Compliance, Commitment to Comply, Capacity to Comply VS. Signs of Megligeénce :
*  Pillar 1: Commit to Comply: Appoint a Data Protection Officer (DPO) y
_ Sec. 21 of the DPA, Section 50 of the IRR, Circular 16-01, and Advisory 17-01 :
¥ Appoint an individual accountable for compliance Ineffective data protection’ governance .
" O Notarized designation of a DPO/COP, filed with the NPC O No DPO of COP'(in which case CEQ or HoA is the default DPO) .
N O Evidence that DPO/COP recommendations are taken into O Lack of interaction between DPO/COP and top management :
~ consideration when making decisions Clelack ef interaction between DPO/COP and functional units :
" O cContact details are easy to find (e.g. on website) B Cemmunication from the DPO/COP is largely ignored .
. O cContinuing education program for the DPQ/COP O0"No continuing education program for the DPO,/COP .
» »
o Pillar 2: Know Your Risks: Conduct a Privacy ImpaetAssessment (PIA) i
s Sec. 20(c) of the DPA, Section 29 of the IRR, Advisory 17-03 =
¢ | Know the risks represented by the processing to the rightsand freedoms | Data processing controls do not take into account the risks to the rights -
+ | of data subjects and freedoms of data subjects -
. O Up-to-date organizational inventory of processes that handle O NoPlAs ’
’ personal data, including the list of process awnérs O Process owners do not “own” the PlAs v
’ O Pias have been conducted, and are owneghand kept up-to-date by O PlAs are not updated when changes are made to the process, or to »
. the process owner the technologies being used in the process .
. O stakeholders (those involyedhin the information life cycle) have [0 stakeholders are not consulted for the PIA .
. been consulted as pagt of the PIA process O Controls identified during the PIA are not implemented
. O Piaincludes a privacy risk map, a list of controls, an
. implementation plam, and a monitoring/evaluation milestone
L]
L]
L]
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Pillar 1: Commit to Comply:
Appoint a Data Protection Officer (DPO)

Appoint an individual accountable for compliance | ‘

Ineffective data protection governance

Mo DPO or COP (in which case CEO or HoA is the default DPO)
Lack of interaction between DPYCOP and top management
Lack of interactionbetweenDP@/COP and functional units

Communication®rom the DPO/COP is largely ignored
No continuing.education program for the DPO/COP

OOoo




for Healthcare Delivery \Qé
¢ &2
Minimum requiremen % ‘B\

business expertlse?
« knowledge of p
¢ empowere be a e agent
n g |

* ideally wl




Process own@ i W,
their respegtive Pri
Assess %

SS e&wers to consult on

°$ i rOJects Involving the use

nal data
vacy by Design”)

QQ.VQ Process owners to conduct

breach drills on their respective

Ml PROCESS OWNEPRS I processes




Support needed from HR Tear?)é
..................................... \!

Roll-out tra'nﬁ gn and
data pr& ion O&
!ﬁt&sﬁty clearances to staff
Qpro SSig personal data. DPOs must
e rﬁe cess to all security clearances
Ygsted.

v/ A°
A Q-O QQ'

Implement the recommended

e T e P organizational controls




Legal to egsur thw/service
providn t@ b orders, etc. are

. Fo mple, all PIPs must

comgl
Q.aﬁgtavcej&eir own DPO
QQ'Legal to ensure that all external

V sharing of data meets the required
V guidelines of the NPC




Support needed from Others 0@

..................................... 6\
6
IT to |mplem&1¢&lcal

recom

CO&’ CI

|(uto Implement the

*) ended physical
Q» Q?o trols

Internal audit to test internally

for compliance




Budgets

@ ro g comphance INnto the
6 erfﬁﬂce bonus parameters of
Q \ handling personal data

Q Drive the message throughout

; V the organization
. TOP MANAGEMEM)







Pillar 2: Know Your Risks:

Conduct a Privacy Impact Assessment (P

Legal Basis: Sec. 20(c) of the DPA, Section 29 of the
* ® 2 llliiillllliAdl\lllsiory17.-o3iillllilll6

Sec. 20 (c) “The determination of th
security under this section must t
— the personal information to be ecte

vel of
the nature of
Isks represented

oa
I

R.A. 10173 by the processing, the SI ion and complexity of
"L its operations, current rlva practlces and the cost of
——a security implementati
—
%/ﬁ 7ﬁ How will you lwthe risks represented by the
— processing”
% T
Q) o

OOOOOOOOOO

Republic of the Philippines
NATIONAL PRIVACY COMMISSION

\o NPC Advisory No. 2017-03

DATE i 31 July 2017
v SUBJECT ! GUIDELINES ON PRIVACY IMPACT ASSESSMENTS
NATIONAL From https://privacy.gov.ph/advisories/
PHI\MC\"
C’DMHIESIDN




Summary: Steps in the PIA Pro@s

Make an inventory of personal data held (includi e :

location and type of media)

- o

Y

Identify the projects, processes, ram
measures that act on this data

list t Qe mine whether a
g &y

N

Regularly reV|e
new/revised P

If a PI
assess

Implement the control measures agreed upon

MATIONAL
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Program,
Process, or Privacy Benefit Controls

Measure Risk Assessment

X.1 Unacceptable
X.2 ngh Unreasonable
X.3 Low Acceptable
X.25 @&ﬁ High Medium Acceptable

\°



Pillar 2: Know Your Risks:
Conduct 2 Privacy Impact Assessment (PIA)

AdV|sory 17- 03

Know the risks represented by the processing ta the rights\and freedoms

ﬂf H‘_'i'l'fl crihiiarte
Data processing controls do not take into account the risks to the rights

and freedoms of data subjects o
Mo PlAs

Process owners do@ot "ownthe PlAs

FlAs are not updated when changes are made to the process, or to
the technolegies being used in the process

Stakehalders are nat consulted for the PIA

Controls identified during the PIA are not implemented

nts

o =|

oo oo
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Pillar 3: Write Your Plan:
Create Your Privacy Management Program

of the IRR, Circulars 16-01 anel 16-02

Processing of data is according to privacy primciples oftransparency,
legitimate purpose, and proportionality

Data processing not according to.privacy principles of transparency,
legitimate purpose, and proportionality

O Processing fails to@neet theleeiteria for lawful processing of
personal data
Mo privacy policy
Privacy policy exists, but is not cascaded throughout the
organization
Mo privacy training or security clearance for data handlers
Datasbeing shared without data sharing agreements
Mo records of data processing

oo oo




; Section 12 - Conditions under which
- Orocessing Persofal Information is
ALLOWED...

LA Section 13%="Proeessing of Sensitive
Personal Infermation is PROHIBITED
except in the following cases...




Do you share data?

*# # & & & & * # 8§ & 8 & ¥ F &5 @ 8 9 F F 8 % & 8 F F % 8 8 8§ F # 8 & 8§ 8 F B B

Are you providing ACCESS to
personal data you have

collected to a third party,
e.g. PhilHealth?
Y

Is ther &ci i vision of
LA spedy lly requires
d arin%

oy €

If there is no specific provision
of law, is there a public service
and a STATUTORY MANDATE?
Do you have CONSENT of the
data subject?

D P ; 7 NATIONAL
PRIVACY
LTI t icnumssmﬂ
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& *Purpose of Data Sharing,\including the
| Public Function and:Public/Service it
& facilitates
~ 7 «Parties to the'agreement (usually 2 or
more PICs)
 Term o Duration of the Agreement
* Overview Of operational details and
general description of security measures .
 How'data subjects can exercise their rights -




.@ Pillar 4: Be Accountable: Implement your

Privacy & Data Protection (PDP) Measures

Legal Basjs: Sec. 16-18 and 38 of the DPA, Sections 17-24and
34-37 of the IRR, Circular 16,04

Upholding the rights of data subjects

Neglecting thesights of data subjects

Ooooooo

Data subjects are apprised of their rights through a privacy notice
Consent is obtained prior to the collection and processing of data
Data subjects are provided a means to access their data

Data subjects are provided a venue to correct/rectify their data
Data subjects know who to complain to if their rights are violated
Complaints are acted upon quickly {within 30 days)

These rights are upheld when invoked by the lawful heirsdor
assigns of the data subject

0o

gooopn

Nogprivacy notice when callecting personal data

Consent is not obtained prior to the collection/processing of data
Nowenue for data subjects to access their data

No venue for data subjects to correct/rectify their data
MNocontaetdetails on how to lodge a complaint

Cemplaints take a long time to be remedied

Inaction on complaints from data subjects

Overcollection of personal data

D p 4 ? NATIONAL
PRIVACY
LTI ! s:::-umsslnﬂ




Sec. 16-18
Rights of Data Subjects

lllllllllllllllllllllllllllllllllllllllll

vRight to be infarmed
vRight to object

vRight tocaccess
vRIgh#o coerrect/rectify
v Right to block/remove
YRight to data portabillity
#Right to file a complaint
vRight to be indemnified




Pillar 4: Be Accountable: Implement your

Privacy & Data Protection (PDP) Measures

. €93l Basis; $eq. 20, 22 and 24 of the DPA, Sections 2629 of
the IRR, Circular 16-01 and Health Brivacy Cod®e

Maintaining confidentiality, integrity, and availability

Insufficient controls to'maintain confidentiality, integrity, and availability

O Data protection risks have been identified and documented O Controls fer data protection are not appropriate for the risks
O Appropriate and up-to-date organizational, physical, and technical identified
controls are in place to manage these risks (e.g ISO:IEC 27002) O Caontrols for data protection are not updated for new risks/threats
0 Data protection policies are cascaded throughout the organization O, Controls for data protection are not complied with
and updated as needed O gyber-hygiene practices are lax
O vulnerability scanning is conducted at least once a y@ar O Business continuity drill has not been conducted in the last 12
O Business continuity drills are conducted at least@nice adear months
O For data stored outside the Philippines, locatien af foreign countey O Security vulnerability scanning has not been conducted in the last
is defined 12 months
O For personal data stored in the cloud, NPC recommefis that
provider is ISQ:IEC 27018 compliant (from Circular 16-01)
O For digitized personal data, NPC recommends 256-bit AES for data
at rest and in transit {from Circular 16-01)
L]
L]
L]
-
[
L]
L]
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- DP 0 7 CYurmom
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Pillar 4: Be Accountable: Implement your
Privacy & Data Protection (PDP) Measurées

SEC. 20 (a) The personal informatiéon contreller must
Implement reasonable and appropriate ‘@rganizational,
physical and technical measures intended for the
protection of personal infermatien against any accidental
or unlawful destruction, alteration and disclosure, as well
as against any other.unlawful processing.

Guard against."Destruction, Alteration, Disclosure
Objective/Goal; Availability, Integrity, Confidentiality (CIA)

Measures:‘Organizational, Physical, Technical
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Pillar 5: Be Prepared: Regularly exercise

your Breach Reporting Procedures
Legal Basis: Sec. 20.f and 30 of the DPA, Sections 2

and 57 of the IRR, Circular46-0

S

IRR Sec. 38 (a) The Commissionﬂ@a f&d data
subjects shall be notified by t{e P b In seventy-two
(72) hours upon knowleﬁg@ , en there is

f
reasonable belief by tj@ IC @t PIP that, a personal
o$ﬁ'€ation has occurred.

data breach requi@m
\ SN,

e

MMMMMMMMM

Republic of the Philippines
NATIONAL PRIVACY COMMISSION

«\ DATE : 10 October 2016

SUBJECT : PERSONAL DATA BREACH MANAGEMENT

From https://privacy.gov.ph/memorandum-circulars/

MATIONAL
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Pillar 5: Be Prepared: Regularly exercise

your Breach Reporting Procedures

» » + « « | @gal-Basis: Sec. 20:fand30 af-the DPA, Sectiens 38-42
and 57 of the IRR, Circuter 16-03

Able to report breach within 72 hours

O Formation of a data breach response team with. clegrly defined

roles and responsibilities

O Clearly defined and up-to-date incidentresponse proceddre
O Breach drills are conducted at least onge a yeas

within 72 hours

or procedures
livnducted in the last 12 months

riminal offense)

ithin 72 hours of discovery of a breach

Unable/unwilling to report breach within 72 hours

Ll 00

MNobreach response team
Mobreach response policy or procedures
Ereach drill has not been conducted in the last 12 months

Mo notification of the NPC within 72 hours of discovery of a breach

of personal data (possible criminal offense)

D P -' 7 NATIONAL
PRIVACY
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Recommendations
(Circular 16-03, Sec. 4 and 5)

*# # & & & & * # 8§ & 8 & ¥ F &5 @ 8 9 F F 8 % & 8 F F % 8 8 8§ F # 8 & 8§ 8 F B B

Form a data breach response team V \N~

 Led by an executive empowered e | ate
decisions. %

« Should include someone famlll |vacy Impacts
(PIA) of the data that has eac e

« May include PR, HR, DP ser% prowders Legal,
Security

s reporting requirements.
ut not the role.

« Mandated to com QRh t
« Functions may %
L \
Create e§w uﬂﬂ
« Mandates creation of a breach team.
e Lays out res to prevent or minimize data breaches.

- Ensure ly discovery and identification of security
hat could result in a data breach.

management policy

d negative consequences to the data subject.

D P T ? NATIONAL
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When is notification required?
Circular 16-03, Section 11

O
4

A \
01 02, o 003

<4 4 .
i réiﬁto The unauthorized

The personal data T @

Involves sensitive leve acquisition is likely

information, or any INfor to give rise to a
hav real risk of serious

other information < }

that may be used CQ; d by an harm to any
to enable identi Q é thorized affected data
fraud. rson. subject.

v’




Notification of NPC
Circular 16-03, Section 17

{ Contents of Notification 'bﬁ \ )

 Nature of the Breach, Personal Datadnvolved

e Remedial Measures to Address Breach andfHarmful
Conseqguences

« Contact Person/s

F f Notifi
[ orm of Notification 06 }

« Submission to CIR of NPCh Written or electronic
(complaints@privacy.goeveph)
« Ensure that the NRC confirms receipt of notification

E Deadline W cation |
4

« Withinf/ 2%hours upon knowledge of or reasonable belief that a
persenal data breach has occurred

D P - 7 NATIONAL
PRIVACY
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mailto:complaints@privacy.gov.ph

Notification of Data Subjects
Circular 16-03, Section 18-19

é_j@

[ Procedure for Notification of Data Subjects ‘W’ QY

« Within 72 hours of the breach, data subjects.must be individually
informed, in written or electronic form, aleeut the nature of the breach and
the data involved, measures taken to address the breach and reduce the
conseqguences, contact person/s and any assistange to be provided

N 7S
[ Factors that may be consid%&emp@ notification

« Implementation of secutity measures that would prevent use of the data
« Measures taken to ensure thatynegative consequence will not materialize
« Age or legal capacity*of affected data subjects

>

v
[ Factors that the‘PﬁVbe consulted on

>

« Notification is netireasonably possible within the prescribed period

» Notificationwauld not be in the public interest or in the interest of the
affectedgdatasubjects

« Notificatioen'may hinder the progress of a criminal investigation

D P ; 7 NATIONAL
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1. Registration with the NP

by March 8, 2018 Q
2. Privacy impact asseg'n é\h

ASAP, conducted by the
res in place

3. Breach team
Pl
iesé’data protection measures
ithin the organization

ASAP, after co
ASAP, c?e
g\ data sharing agreements
, Wit ance from Legal

4. Privaey
t n to NPC within 72 hours
the event of a personal data breach

\
R
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| brush my 4;1 needed
teeth after ake sure

every meal, a 6 e no cavities and
require a reath Is fresh all the time




Th%{iﬂk‘>

For joining l@g @@“9 a culture or privacy.




