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What is Privacy Impact 
Assessment or PIA?
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http://searchfinancialsecurity.techtarget.com/definition/personally-identifiable-information
http://searchsqlserver.techtarget.com/definition/information


Pillar 2: Know Your Risks: 
Conduct a Privacy Impact Assessment (PIA)
Legal Basis Sec. 20(c) of the DPA, Section 29 of the IRR, Sections 4-5 of Circular 16-01, Advisory 17-03

Know the risks represented by the processing to the rights 
and freedoms of data subjects

• Up-to-date organizational inventory of processes that 
handle personal data, including the list of process owners

• PIAs have been conducted, and are owned and kept up-
to-date by the process owner.

• Stakeholders (those involved in the information life cycle) 
have been consulted as part of the PIA process

• PIA includes a privacy risk map, a list of control, an 
implementation plan, and a monitoring/evaluation 
milestone

Data processing controls do not take into account the risks 
to the rights and freedom of data subjects

• No PIAs
• Process owners do not “own” the PIAs
• PIAs are not updated when changes are made to the 

process, or to the technologies being used in the process.
• Stakeholders are not consulted for the PIA
• Controls identified during the PIA are not implemented



WHO should participate in the PIA? 
Those involved in the Information Life Cycle

Collect/ 
Create

Use

StorageSharing

Disposal
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Vaccination Program
The Department of Health requires those who participate in the Libreng
Bakuna Program to sign up using forms provided for the purpose by the DOH.

The forms indicated that the participants must enter their name, age, address, 
name of child, proof of billing/ residence, government-issued identification 
details and photo.

The sheets will be kept in a folder in the office of the Barangay Health Officer.  
Around one hundred families plan to avail of the free vaccination.

Sample Case Study



Q Category Screening question Yes/No

1.1 Identity Will the project involve the collection of new information about individuals?

1.2 Identity Will the project compel individuals to provide information about themselves?

1.3 Multiple 

organizations

Will information about individuals be disclosed to organizations or people

who have not previously had routine access to the information?

1.4 Data Are you using information about individuals for a purpose it is not currently
used for, or in a way it is not currently used?

1.5 Data Does the project involve using new technology which might be perceived

as being privacy intruding for example biometrics or facial recognition?

1.6 Data Will the project result in you making decisions or taking action against 

individuals in ways which could have a significant impact on them?

1.7 Data Is the information about individuals of a kind particularly likely to raise

privacy concerns or expectations? For example health records, criminal 

records, or other information that people are likely to consider as private?

1.8 Data Will the project require you to contact individuals in ways which they may

find intrusive?

If you have 
answered “Yes” to 
any of the 
questions please 
proceed and 
complete stage 2. 
If “No”, proceed to 
stage 3 and sign 
off.



1. What data is being collected by this 
process (list all, including personal as well 
as non-personal)
2. Which data (if any) is considered 
sensitive personal information (underline 
these)

Name of resident, age, address, proof of residence
Government-issued identification details and photo
Full name of child.

3. Who are we collecting this data from
4. How are we collecting this data

Residents who want to avail of free vaccination for their 
children. Using DOH Form

5. Why is this data being collected
6. Will we use this data to make any 
decisions that have a legal effect on the 
data subject

To provide vaccination benefit
If not a valid resident, benefit will not be provided

7. Who will be handling and accessing this 
data
8. Will the data be shared with any other 
organizations

Rural health worker
Shared with DOH (for monitoring and budgeting)

9. What is the key benefit/s the data 
subject gets from this process
10. What is the key benefit/s for the 
community or society

Free vaccination
Reduction of diseases



1. What is the legal basis for collecting this 
data
2. Are we over-collecting

DOH regulation
Do we really need proof of billing/residency?

3. How will consent be obtained
4. Do individuals have the opportunity 
and/or right to decline to provide data
5. What happens if they decline

Through registration
If they decline to provide information, they will not be allowed to 
join the program

6. How will the data collected be checked 
for accuracy
7. How will data subjects be allowed to 
correct errors, if any

Ask for corroboration from other residents
Correction through the rural health worker <?>

8. Will the data be re-used
9. How

Yes, for monitoring effectivity of vaccinations
Yes, for budgeting of booster shots

10. How long are we required to keep the 
data
11. How do we plan to dispose of the data

For the life of the child/vaccinated person
No disposal plan



1. How easy would it be to identify me (on a scale of 1 to 4) if 
this data were to be breached or exposed?

1: virtually impossible
2: difficult but possible
3: relatively easy
4: extremely easy

4

2. What things might happen if someone unauthorized gets 
this data
3. How might this happen (describe scenario/s)
4. How much damage would this cause me (on a scale of 1 to 
4)

1: slight inconvenience
2: stressful inconvenience
3: major difficulties
4: extreme consequences

2-3 identify thieves may use the ID 

and billing information

5. What things might happen if someone alters or changes 
my data
6. How might this happen (describe scenario/s)
7. How much damage would this cause me (on a scale of 1 to 
4)

1: slight inconvenience
2: stressful inconvenience
3: major difficulties
4: extreme consequences

3-4 wrong booster shot may be 

administered

8. What things might happen if this data suddenly becomes 
unavailable
9. How might this happen (describe scenario/s)
10. How much damage would this cause me (on a scale of 1 
to 4)

1: slight inconvenience
2: stressful inconvenience
3: major difficulties
4: extreme consequences

3-4 wrong booster shot may be 

administered

11. What things might happen if this data is used for other 
purposes
12. How might this happen (describe scenario/s)
13. How much damage would this cause me (on a scale of 1 
to 4)

1: slight inconvenience
2: stressful inconvenience
3: major difficulties
4: extreme consequences

1-2 telemarketers may use this 

information



Instructions
Encircle T (True), F (False), D 
(Don’t know or not sure)

Scoring
5 points for every T
5 points for every D

Technical Risk
0 to 35: LOW

40 to 70: MEDIUM
Above 70: HIGH



Is there a way we can increase the benefits 
provided? If yes, how? Give additional services M
Is there a way we can collect less data and 
thus reduce the exposure level? Another method to prove 

residency
L

How can we reduce the privacy risks related 
to someone unauthorized getting this data? Locked filing cabinet L

How can we reduce the privacy risks related 
to someone altering or changing the data? Backup copy to refer to in case 

of doubt
M

How can we reduce the privacy risks related 
to the data suddenly becoming 
inaccessible?

Backup copy in case original is 
lost

M

How can we reduce the privacy risks related 
to re-using the data for other purposes? Anonymize the data M

Cost/Effort
(H/M/L)



Given this process Vaccination Program

With legal purpose DoH Regulation

Providing this benefit (H/M/L) High

Which collects this data name, age, address, name of child, proof of 
billing/ residence, government-issued ID, 
photo

With identification level of (1-4) 4

The privacy risks that may lead to level 3 or 4 
damage are as follows

Alteration of integrity
Loss of availability

Overall privacy risk (H/M/L) High



Privacy Issue Risk to Individuals Compliance Risk Corporate Risk

Risk Solution (s) Result: Is the risk reduced, 
eliminated or accepted?

What are the key privacy issues and 
associated compliance and 
corporate risks? (Some Privacy 
Issues may have more than one type 
of risk i.e. it may be a risk to 
individuals and a corporate risk)

Describe the actions you could 
take to reduce the risk and any 
future steps which would be 
necessary (e.g. new guidance)



Risk Approved Solution Solution Approved by

Action to be taken Date for completion Responsibility for Action

Describe the actions you could take 
to reduce the risk and any future 
steps which would be necessary 
(e.g. new guidance)

What solutions 
need to be 
implemented?



Data Protection Officer (DPO)

Name

Job Title

Signature

Date

Process Owner

Name

Job Title

Signature

Date
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Thank you! Any questions?
info@privacy.gov.ph


