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Figure 5. Per capita cost by industry classification
*Historical data are not available for all years
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Malicious or criminal attacks cause the most data breaches.” Pie Chart 2 provides a
summary of the main root causes of data breaches on a consolidated basis for organizations in
all countries. Forty-seven percent of incidents involved a malicious or criminal attack, 25 percent
were due to negligent employees or contractors (human factor) and 28 percent involved system
of Data Breach glitches, including both IT and business process failures.’

Root cause

Pie Chart 2. Distribution of the benchmark sample by root cause of the data breach
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Rail Europe North America discloses breach of
e-commerce IT platform

Bradley Barth
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; : ' residents
who
purchased
European
train tickets
through Rail
Europe
North
America
(RENA) may
be affected
by a nearly
three-month
data

breach/compromise of its e-commerce websites’ IT platform that started late last year.

In an April 30 breach notification submitted to the California Attorney General’s Office - officially posted
on May 8 — the ticket distributor reports that unauthorized individuals had access to the platform from
Nov. 29, 2017 to Feb. 16, 2018.

https://www.scmagazine.com/home/news/data-breach/rail-europe-
north-america-discloses-breach-of-e-commerce-it-platform/
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Z')Net Q SECURITY CLOUD INNOVATION CXO HARDWARE MORE

D JusTiIN: Internet Architecture Board warns Australian encryption-busting laws could fragmentithe internet

130K users' data leaked via China's train
ticketing site

Data including usernames, passwords, and e-mail addresses belonging
to customers of China's official online train ticketing site, 12306.cn, have
been leaked, according to an'IT security vendor.

ﬁ By Eileen Yu for. By Vay | December 26, 2014 -- 07.07 GMT (1507 GMT+08.00) | Topic. Security

https://www.zdnet.com/article/130k-users-data-leaked-via-chinas-train-ticketing-site/

Star Business Journal

Uber says 815,000 Canadians

affected by data breach as formal
investigation opened

By IAN BICKIS The Canadian Press
Mon., Dec. 11, 2017

https://www.thestar.com/business/2017/12/11/privacy-
commissioner-to-investigate-uber-data-breach.html
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How is Data Privacy Relevant to us?
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| JusTIN: Internet Architecture Board warns Australian encryption-busting laws could fragment the internet
130K users' data leaked via China's train
ticketing site

Data including usernames, passwords, and e-mail addresses belonging
to customers of China's official online train ticketing site, 12306.cn, have
been leaked, according to an IT security vendor,

é By Eilsen Yu for By The Way | December 26, 2014 -- 07.07 GMT (1507 GMT+08.:00) | Topic. Security
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“All we do is move
stuff around.”

“We don’t make anything
so it’s not like we have any
designs or plans to steal.”

“We only work with
corporates, so we don’t
hold credit card
information.”
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Countries with Highest Number of Stolen Identities

CHINA CANADA UNITED STATES

Major Breaches Major Breaches Major Breaches
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Rail Europe North America discloses breach of
e-commerce IT platform

Uber says 815,000 Canadians
affected by data breach as formal
investigation opened

130K users' data leaked via China's train

ticketing site

IAN BICKIS
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Online Train Rail Europe
Ticket Service Uber North America
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= Forbes

To remain in business and become a NotPetya Ransomware
trusted delivery partner, organisations [ttt as St g
need to demonstrate that these risks Giant Maersk Over

$200 Million

have been considered and effective
controls are in place to address them.

As the latest round of cyber incidents
underline, no company (transport and

logistics included) can assume they’re
outside of the firing-line.
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http://pwc.blogs.com/cyber_security_updates/2015/04/transport-logistics-companies-cyber-security-is-relevant-to-you-too.html
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Maersk CEO now sees the good side of the incident

"It was an important wake-up call," he said. "We were basically average when it comes to eyber-security,
like many companies. And this was a wake-up call to become not just good —we actually have a plan to
come in a situation where our ability to manage cyber-security becomes a competitive advantage."
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O PRIvACY https://www.forbes.com/sites/leemathews/2017/08/16/notpetya-ransomware-attack-cost-shipping-giant-maersk-over-200-million/#1ad353c64f9a
L COMMISSION . . .
https://www.bleepingcomputer.com/news/security/maersk-reinstalled-45-000-pcs-and-4-000-servers-to-recover-from-notpetya-attack/
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Building Privacy Resilience
In your workplace

Organizational Measures

Physical Measures

Technical Measures




Organizational Measures

* Policy, Procedures
guidance & Training

Measures to be
implemented across
the organizational

structure.




Organizational Measures

Collection Policy

Acceptable Use Policy

2 2@
Storage Policy . . . .

Disposal Policy

Clear Desk Policy
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Acceptable Use Policy




Disposal Policy




Storage Policy




Clear Desk Policy *




Physical Measures

Storage of Personal Data

Files Under Lock and Key

Shred Paper Files
Lock Servers and Networks

ID user Access




Storage of
Personal Data



Files under lock and key or in a

secure area.
«
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Shred the
paper files
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Keep servers and network
switch boards in a locked
room and control access to it.
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ID as user access




Mail marked “private and
confidential” if intended for the
eyes of the addressee only.
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Label files with
personal
information

“Confidential”
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Technical

Measures
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BitLocker (F:)
Enter password to unlock this drive.

| »
More options

The use of password protected
device, e.g. password
protected USB flash drives




LogIn

User ID: I

Password: I

Show Hmt: [

l susmIT

Each employee should have his own
user ID. They should be treated like
office keys and not shared or
compromised in any way.
-]




A secure network should include an
effective firewall and antivirus to
keep out unwanted connections.
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The use of encryption




Top Data Protection threats for
Transportation and Logistics Sector

 Advanced persistent threats (APTs) and increased use of

mobile devices
« Security talent shortage

 Breaches are frequent; processes are flawed

 Outsourcing is on the rise
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Thank you!

5th Fir., Philippine International
Convention Center, PICC Complex,
1307 Pasay City

info@privacy.gov.ph
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