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What is a security mcnde@ﬁ"

(\
A security incident is: P‘ $ &
« An event or occurrence\ ? ED?
tends to affect da c%[q or

* An incident tbﬁﬂ@ es the
availabili @E or confidentiality of

pers
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What is a data breach%P\’

A data breach iIs a securit

* Leads to unlaw & rlzed
processmngp
|sest atlability, integrity, or
QO% ’f;/ of personal data
O \\
Q% o






A security incident
management policy j
Implemented by

ntre/l

Or processor e ose
of manag') mcidents.

¢ Q@\\u‘r
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Do | need a security incidént
management poHaey”
$% O$

@

The security incident manage
policy has policies and pr% re
re

1. The creation of a

response tea ;
28 Implemen %Mnty v =
meas cy policies
o Ime?EntaQo of an incident Z%Q

response procedure




Do | need a security incidént
management p%‘l(a

The secu %@ anagement
TR pollcy & &wd procedures for:
® = ée pOSSIb|e harm and
«‘loth gative consequences of a
3 oo Qg@ data breach

O \‘3 Compliance with the Data Privacy
? QQ“ Act and other data protection laws
and regulations
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Do | need a data bre \%

response teag(\

The data breach response te at least
one member with the aut

e |mmed|ate
decisions on critical aﬁ@
The team Is res far

. Compliance

gCyrity incident f 1
manag w
e Q?, ecurlty incidents and .
pe onal da reaches ~
 Compliance with the law [Ty " Q

"l/ DP()4 jma
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What are best practice@l»\’

breach prevent‘ish@ Q
O

1. Regularly conduct a privwn%%e\ N
assessment < \

2. Have a working d oV e policy

3. Implement seQTrlty m £ures

4. Make s?%so&@)\gre trained

5 Re%@ rw&/' policies and
pf@cedures

6. Be aware of threats
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Top TQ&{@O‘A "

/ qﬁ;[‘@fti ti -
Oq?z \\‘50 ection
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What are my top th rea’@%\’
(\
Threats to an organization %P@Qﬁan
be classified into two ge@!ﬂ@@é
1. Technical Thre

2. Physical/O @ Qnﬁ:% reats




What are top technical th@a\’s’?
O

\
1. Phishing (especially targeted @%@ﬁcks)

oL
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What are top technical th@a\’s?
O

2. Unpatched software and appé $




What are top technical th@a\’s?
O

3. Non-existent security archite@k \O$
Nk




What are top technical tg,@a\l.’s?
\
QN

4. Malicious code




What are top technical th@a\’s?
O

5. Removable media gP‘




What are top \’

physmal/organ|zat|or$> &ats?
1. No organizational sup@@@ c@\@e top




What are top ‘>~\’
phyS|caI/organlzat|o$ &ats?

2. Home mvasmns/robbena




What are top \A"‘\'
physical/organizatio a{@&ats?
3. Insider jobs $\66\O




What are top \A"‘\'

physical/organizatio d\@}&ats?
4. P hysical saf ds ¢ W \O
oor physical safeguards e 66

O&‘I“l\\




What are top \A"‘\'

physical/organizatioq@@ \[\eats?
A\

5. Social engineering







Notification becomes, >
mandatory wheq\0§\

The personal data involves S(—gﬁ»\/ v@Qnal Information
or any other mformatlon ‘]@ sed to enable
iIdentity fraud.

There Is reason tﬁﬁt the information may have
been acqui uthorized person; and

The cqwsmon IS likely to give rise to a real
risk o serious harm to any affected data subject.







In doubt? Con3|de@>~\’
(\

The likelihood of harm or n q)\@ve K@\quences on the

affected data subjects.

How notification, p |c,QarI SE\e data subjects, could
reduce the risk the personal data breach

reasonabl ave occurred
@6 @\‘T
Vol ¢




In doubt? Con3|de@>~\’

\
If the data involves: P’S O$
 Information that would likely aé\ 66\

* National security
* Public safety

* Public order \l
* Public heal "
* At least o @) iIndividuals are affected
Q@tlon

. The Inf ired by all applicable laws
ntlal

. Pe onal da ulnerable groups




The notification must be made WI\TﬁP‘

72 hours upon knowledge of, 9%6 |
there is reasonable belief \ |
ccur. |

personal data breach Qo
The obligation re

personal mfor Ier even If
the proces tlon IS
outsou tracted
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Who must we noti e

Coﬁkn«!! :$
Notification must \
be madetotnfO v? '
a

CO mm iSS. dC\l Affected

80 an b&£$ su?)?;its
VoY




How do we notify the W’?
\O
Notification to the Commission ma@ @ﬁrough e-
mail at complaints@privacy. !i;‘ough
delivering a hard copy t P%p\%ce.
Upon receipt of the no@ a@‘he Commission shall
Anese:

/e-mail to the personal

send a confirmatign

information@bllekc
A rew Qe‘e med filed without confirmation.
A re

n
Qé‘t report is not sufficient confirmation.

A
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How do we notify \AP‘\'
the data subje
Notification to affected data be done
electronically or in writ \)%f @nust be
done individually. ? r\ﬁ\

wiu&?

The notlflcatlo% o(ﬁolve a further,

unnecessa clo@L of personal data.

If mdw@gl n ﬂdeh‘akes disproportional effort, NPC
required for alternative means.




How do we notify \AP‘\'
the data subjeg@\

May be made on the basis of a\% 6(-9\

iInformation within the 72-h ~
if the personal data br is li f | ‘9’“""&
give rise to a real %@1 sand ' ' B s,
freedoms of d | e S—
May b @ﬂed with additional d —
infor@tion a@a’later stage on the =

basis of further Investigation.




records involved

Content is King.
Substance matte\l@

Nature of the Breach

» Description of how the br
and the vulnerability of
processing syste
breach

e Chronolo

the lo

. App@?’m

%'(

i

2

gl &&@@‘9

ts leading up to

the personal data
ber of data subjects or

ShinC:
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Content is King. v\\>~\’
Substance matte\l@ Q
Nature of the Breach e ('9\
» Description or nature of \é SQ[&-D
data breach i %hﬁ

- Description of thﬁ*lkeq?/ n
the personal br
* Name a C & aills of the data

prot or.compliance officer or any
otheF accouftable persons.
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Content is King. ‘>~
Substance matte\l@\i\

Personal Data Possibly Invow
« Description of sensitiv
Information mvolved
@Qon

« Description of nf
Involved th @ied to enable
identity

¢ 9‘3




Content is King. V\P\,
Substance matte\l@ V\

Remedial Measures to Addre & 2>
* Description of the measu @ ,,
proposed to be takecﬁ

breach
 Actions bel ecure or

rew ger ata that were




Content is King. \A"‘\'
Substance matte\l@

Remedial Measures to Addr §

« Actions performed or p gate possible
harm or negative coéx nd limit the damage

or distress to t Y the Incident




Content is King.

Substance mat‘tf\l@
Remedial Measures to Adqw& @

Action being taken to g‘
subjects affected y@

reasons for a
notlflcat

- Th:&r e&?‘ne

A

taken to prevent
Incident.

OOOOOOOOOO



y 4

o L

Additional information-
for data subjeo(sO

$P6\O$
A e

Remedial Measures to cﬁe g\k‘é\c &
. Contact information @ W R
containing inf QC —

ow to
mitigate

aﬁ g from the

datag~ ?Q)







Delay in notlflcatlon§’x>~\’

The NPC can grant you a delay in@ $
subject notification If:

¢\ oD
» There is a need to detesrmiiie’s e

@OQR@‘ REpORT
« Delay is necessary t(}éev < R
further dlsclosuﬁl -ﬁ _' —
 Thereisan e@ﬂre Integrity g — —

to the | L —
. NOIQM g to hinder a A —

stigation

crimmnal In
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Delay in notlflcatlon§’x>~\’

There shall be no delay In the $ $
notification if:

* the breach involves

?\\"9 REPORT
hundred (100) da ubj e
* the dBCbSUf@ﬁ(S@nﬁi ersonal e
informati or adversely e
affec@ﬁé aQ%bject L=
*Ina

Comm|SS|on must be Lo
notifi d within the 72-hour period.
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Exemption from notlflcis;véﬁs

Can’t make the 72-hour deadline? O$
Ask the NPC for an extensmn ('9\
\"9

The NPC can also exem
data subject notificat' lon
IS not:

* In the p

. tﬂﬁ QL\?BStOfthedata | S———




Exemption from notifig@{i’éﬁs
«\
Is the notification not in the b $
the notification not in the best %P‘ O

interest of the data subject? %i

\

i

» Security measures implerfehte @@6
applied to make the q?é V?\
unintelligible to yndut Qrié)
persons. %Q.

. Subseq easUpes taken to

ens @%‘ material harm
does not materialize.




The full report of the perso

breach must be submit w?th

(5) days, unless th
Information c
addltlonal ti
comply.

Q@

e@

olier
is a
ﬁgg mlssmn to
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The failure to disclosgb\’
leads to prlsc&ﬂ\

\(ﬂ Wé}‘?
The NPC can mves ga ga@ aches further:
tem

On-site exa s and procedures.
If neces ‘33 mission can:
peration of concerned parties, or

roprlate action therefrom to protect
the mterests of data subjects.




The failure to disclosgb\’
leads to prlsc&ﬂ\

An intention to conceal is pre&e 6
if the Commission does n el\@\\

notification from the on
iInformation contr
o or

that a




The failure to disclosgb\’
leads to prlsgﬂ\

Imprisonment from 1 year a

months to 5 years plus f|n
2500,000 to 21,000, ogﬁ

Imposed on pers

» After havm ed e a securlty
breach tion to notify
the Comm|SS|on

inte IIy or by omission

conceals the fact of such breach







The annual reporRAP\’
<\©

Any or all reports shall be r?@$

availaple_when reques%d’ﬁ ’iﬁf\\ REPORT
Commission. O O B
<, C —
A summar @I rﬁﬁg shall be L
submitt@%o I\g‘? mission “’:—-"“;
an : QQ e __;;
" DE()4
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The annual report.
ports

N
In the event of a security ing,&nt m
amounting to a data breach! t‘f\‘[\\ EPORT

report must mclude R
 The facts surr dln t('e cident f ____-__,—:..‘?'_-—___:
+ The effec% ent L —
&k —
- Reme en by the PIC  ——
v ¢ =
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The annual reports™-
P ORA

3\
All security incidents and pgﬁr;@q?m
data breaches shall be%d&j ‘R@é

R\EPORT

Aggregated dat%‘['br LE[IQ | | ___-;_.":..‘*'-—___:
Incidents n Iwr@ personal L ——
data br@Q @ , — “’—JE“..:L
‘A =

D '. ﬁ ~~~~~~~~
‘ U Zglx:fsysmu
s Yy 4
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The annual repcz\%%‘};’&

The report must contain ge& —
Information: ORT
 The number of inci X REP

breaches encatinfie
* The classifiCatior

LISE







INn conclusion

* Notifications are mandatory only for a specific form of
confidentiality breach.

 There are two kinds of notifications:
* Notification to the data subject
* Notification to the NPC

« These notifications must be made within 72 hours of
knowledge of a mandatory data breach has occurred.

« Failure to comply with the notification requirement can
lead to criminal penalties.
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Have questlons’P\AP\’

(\
K \Ov\




