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Picture from http://dzrhnews.com.ph/pope-silent-upon-
P 7 PRNACE hearing-stories-yolanda-victims/
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Forbes Most Valuable Brands
2007 Versus 2017

Exxon Mobil

petrochina ﬁvg{o QQ

General Electric

ﬁ@@wgg

China Mobile
@ cac Coca Cola
Amazon
B Microsoft MICF«* 4
CI Disney
@ aI Dut
@g Toyota
McDonalds
ats
;; Q AT&T &  Samsung

L
[ ] . .
https:// |||||| .dazein fo.com/wp-
- DP o 7 U;‘;{,’f,;‘:'" nt/u | d /2017/06/worlds-most-valuable-brands-2017-vs-
L

ooooooooo N 202f rbes
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DATA IS THE NEW OIL
...................................... p\

The wnrld’s_: The world'’s The world's \0' e world’s

largest taxi most popular most valuakle lggest
company, media owner, retai E§ aﬁmndatmn
vider, owns

owns no creates no vento \ "o real estate.
vehicles. content. "éﬁ‘h\ge

O‘B |
C I |
€2 &)

ACEBOOK ALIBABA AIRBNB
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PROCESSING PERSONAL INFORMATION
CAN CREATE PROBLEMS FOR INDIVID ALS

. Loss of trust

. Loss of s ?
deter@@a
0SS O
0? @W

\IS ical harm
(., Discrimination
. Stigmatization

?QO ?Q\ . Power imbalance

. Economic loss
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| GMA NEWS ONLINE

YOUR NEWS AUTHORITY

NEWS Filtered By News

Public school teacher in debt V\P’

1004

- ~ because of identity theft O

. @ Published February 26, 2016 10:48pm ‘ 6

» @ A public school teacher may be a victim of identity. wes th st 800,000 for

: . loans he did not apply for, according to are Cons 7’s “24 Oras” on

. o Friday. {

: 1 Mark Joseph Lontok said he ived notificati ree banks saying that he borrowed a

dehalsesiasisemniek Said h &ed notj ca&s rom three banks saying that he borrowed a

total of P200,000 in s é@ S. Hec applying for the loans.

However, v meml‘ p st ing a photo of his Professional Regulation Commission

PRC@
Wala naman akong ginagawang masama,” he added.

DPY7 | um
PRIVACY
e COMMISSION
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E SECTIONS Tuesday, January 3, 2017 l NQU l R ER N ET

'B55M at risk in ‘Comeleak’

By: Tina G. Santos - Reporter /[ @santostinaINQ  Philippine Daily Inquirer / 12:44 Wﬁm(ﬁé

DECEPTIVE CALM The Comelec office at Palacio del Gobernador in Intramuros,Manila, after office hours. The

D P ' 7 Comelec says the hacking of its website will not compromise the integrity of national elections on May 9.
stk ‘ EDWIN BACASMAS
-_—
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news.abs-cbn.com/halalan2016/nation/04/29/16/natl-privacy-commission-probes-comelec-hacking !

Nat'l Privacy Commission p Q@§
Comelec hacking \\
wh o

ABS-CBN News
Posted at 2g Apr 2010 0445 PM 6 \99

MANILA - The N aticmagri;&y Cwn has started its
nvestigabion into ent }9 of the Comrmussion on Elections

(Comelec) &eceivi g aGutial report from the poll body Friday.

u ata i@y Act, the National Prnivacy Commuission has to be
éﬁed tBe hacking. The body 1s tasked to monitor government

?Qoalg d private organizations handling sensitive data.

® D p 7 NATIONAL
PRIVACY
. e ‘ !coumsswu
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Identity thieves can: Impact on victims:

denial of credl

J Get a Loan . .
. « Open Credit Cards « denial Of :
. « Open Utility Accounts « deni edlcgé :
: sme llectors -

« Apply for a Refund

. « Apply for Employment ,‘“ w @ :
: « Get Medical Care ? anxiety :

«  Commit Crime o FrQi o mbarrassment
‘i 4  time/expenses spent on .

recovery steps

s,
11

® p 7 NATIONAL
PRIVACY
. T— U COMMISSION
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Impact of a Problematic Data
Action on Business

_0ss of re@%tl@s

_OSS

Ket’share
&afggﬁ%es
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e —

1998: Yaho efus
2002: all istake and tries to buy
? le f bilhon. Google says “Give us
, Yahoo says no.
refuses to be sold to Microsoft for
0 billion dollars.
20 6: Yahoo sold for $4.6 billion to Verizon.
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ASHLEY
MADIS#N°

Life is short. Have an affair.®

Get started by telling us your relationship status:

Please Select v
See Your Matches »

anonymous members!

o
-
)2

ASafen on: R@MItyNiHoward Ashley Madison isthe Trigsted B, ’

Siern, TIAENBUSNess\Veek, world's leading married V % '_‘_N_“", T S5L
Sports llluS&ted” Maxim, USA dating service for LA ( 1 Secure
Today discreet encounters ARG gy Site




ASHLEY
MADIS# N’

Life is short. Have an affair.”

(ot staried by teling us your relationsivp status:

Please Select

See wrMat «
| B Bl (=

Over 0ny!- Jus members!

[4

anonymous members! l ;
{Q)



Ashley Madison let off with $1.66m fine
over huge hack

was a far Jowet nizmbes frankdy tham | would hoee liked” sud

s Edih R

pan. We Son't wam ther 1o profit from unlawfil condoce. At the samo time we

¥ Trade Coenmpission Chkewory ¢, "We wienl B 10 feel e

. wel 1o of biuness

1 & comtperny ol

AT mueans Ashey Modisan's casiomers wilk 208 roccive asy

W Baeof he

D P 7 NATIONAL
PRIVACY
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Report: medical data breach found in 90% of industries
By Carol Ko | 07 Jan 2016

Tag: data breach data privacy healthcare information security Verizon Enterprise

A few years ago, Hong Kong was hatintedby a string of

data leakage cases involvinggifferent public authorities

In fact, on a global basis, the-healthcare Thdustry was
found to be the worst effender.gfdata breaches, among
all the industries that involwe the handling to personal

“Varizen 2015 Protected Health Information Data Breach Report”

cOrdS of'patient data breaches disclosed worldwide in between 2004 and
2014:4,403 breaches uccurred within the healthcare industry, according to the PHI Data Breach
Réport. This was{ar ahead of the next worst offenders: the public sector with 177 data breaches,
and the finance industry, with 113 data breaches.

NATIONAL



Frequency

Percentage of Incidents by Industry

2016 Data Security
nse Report

Severity

Average Size of Notification

HEALTHCARE

Tl 239,

ot as severg

@ 34K

SERVICES

. 18%

TN 23%

Healthcare

EDUCATION

&

18%

Financial Servic

. 12%

BESTAURANTS/

HOSMITALITY

@




linsiders responsible for P»\’
68% of network attagl@
healthcare org *\%

Whiften by Jessica Kim Cohen | Fe

Prlnt | Email

There were 320 I::-re@\ @ﬁured protected health

iInformation in Z&Blrep ng an increase of 18.5
percent Dv€®1 mg to an IBM X-Force Research

http://www.beckershospitalreview.com
/healthcare-information-
technology/insiders-responsible-for-68-
---------------------------------
organizations.html
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HOW DO PRIVACY BREACHES OCCUR?

Lost or stolen LApPtoOps, removable %ge |

L ] L
L] L
: devices, or paper regords. v\ .
[ ] L
L] L
‘ Healthcare IT News > Iapt @have .
* Privacy & Securiy H !
. . _ ain of 3,600 :
. Unencrypted drive with 7 year Hos ital of Los ,
. of patient data stolen from osp -
. Denton Heart Group es patients -
L] . . X - L
= The backup drive contained a trove o ta. inc “d,m CEma" by Erin Dietsche (Twitter | Google+) | January 17, 2017 | Print | :
Y Social Security numbers and insur &mln letails F
. Children's Hospital Los Angeles began notifying 3,600 patients :
B By Jessica Daves | March 14 - that their information may have been on a laptop that was stolen ‘
. from a physician's car, according to the Los Angeles Times. .
: During an Oct. 18 burglary, the laptop was allegedly stolen from a :
physician's locked car, according to CBS News. It may have
¢ contained the names, addresses, medical record numbers and :
* clinical information of patients. Hospital officials said the laptop
. was protected with a password, but they're unsure whether it was
» properly encrypted.
[ ]
® Hospital spokesman Lorenzo Benet said CHLA "believe[s] that all
. http://www.beckershospitalreview.com/ data may have been erased from the device without any patient
- NATIONAL healthcare-information- data being accessed," according to the Los Angeles Times.

technology/kansas-medical-center-

PRIVACY breach-affects-6-8k-patients.html
o ‘@

B I ]



R, e

HOW DO PRIVACY BREACHES OCCUR?

Paper records stolen from
insecure recycling or garbage bins

N ew O rI e a n S http://www.beckershospitalreview.com/healthcare-

information-technology/medical-billing-records-found-in-

Written by Erin Dietsche (Twitter | Google+) | Februagy 08, 2017 | PanthEmail™  pile-of-debris-in-new-orieans.htmi

Beatrice August and her husband werent'expecting {to find*patients' medical billing records in a pile of
garbage on their New Orleans,preperty, reports WDSU. But that's exactly what they discovered.

Ms. August said she dogésn't kmow whog@umped the debris on the property, which has been in her family for

Medical billing records found in pile of debrls in

"We came Qutthere in November and we saw the first pile back
thergdshe told WDSU. "Then when we came two weeks later, my
husband and | came to check, and we saw this. We said, 'Oh my

goodness, this is somebody's personal information out here.™




HOW DO PRIVACY BREACHES OCCUR?
INg

Databases containing personal informxt@%e

‘hacked’ into or otherwise illegall Ac *d by
individuals outside of the ag%&%&azation :

UPDATED: Hospitals in %K"%\A\ealth System
National Health Servi affects 1,200 patients
kn ocked offl i ne siv : y Erin Dietsche (Twitter | Google+) | January 27, 2017 | Print |

L]

L

[ ]

L]

[ ]

[ ]

[ ]

* mail

*ransomware

. Tacoma, Wash.-based MultiCare Health System has notified
v approximately 1,200 current and former patients that their

e gzi rc])?i\;:lgrk Wa}[ Mo ran dOWWn . ariar?trsl.r:‘?)rDv(\eI;’i information may have been compromised in a recent privacy

i > : incident, according to The News Tribune.

» there’s cur dec V ilable.

. & In late November, an unauthorized individual may have accessed
o ) an employee's email account. Although MultiCare secured the

. By JRgica Uavis | May 12, n u I account, an investigation proved the account may have contained
. sensitive patient information, including names, genders, dates of

. birth, addresses, dates of service, account balances and diagnosis
» and treatment information. Patients' Social Security numbers and

' financial information were not disclosed in the email account.
= J
[ ]

| 12:56 PM

_. ey
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Virginia Mason Memorial El‘llpl[l
illegally access patient h

Wirginks M on Memorial Hospilad reconily l||~l'-'.l'- all 1Il5‘~j | ol ens
inapproprintely nocessed patient kealth reco '-nr] October 2¢ mry of
this year. <

Arconding 10 an articls in the em;.-]l..'.res i 3 ssed the health

imformation of 419 smergen et neonths,

READ MORE: 554 Pate @ '

|:|"||:r|u. i Laflipri

https;, s http://w

om/n ucks pitalrevie

heglth -ensures-_ are-inform n-
phi-sec -after-email-

technology.
promedica-employees-
fired-for-insider-breach-
of-nearly-3-500-
patients-data.html

NATIONAL
PRIVACY
COMMISSION

Employees accessing or disclosing

personal information outside the

requirements or authorizatim“
of their employment “6

3 Pr employees fired for :

breach of nearly 3,500 patients'

brp AT SapariT [Thamas | Goyplesp | June 08, 2016 | Print | Emai e
Frokladica has erminated three emplovess for accessing patent records ai b
hosprais for reasons unnefated to thair job responsibilites, reporis The Toleds Slads.

In {oial, seven employess acoessad 3,472 palenls’ medcs racards ol Profdodice’s i
Bixby Haspilal in Adrisn, Mich , and Harrick Hospilal in Tecumsah, Mich. Tha thras

amployans who ware larminated had no reeson b asoess tha racords, and 1ha ofhar
four hed authonty o aooess tha reconds ender cerdpn croumsiances. The fow wilh L
accass arg recaiving “axiensive disciplinary actions.® Julis Yaroch, D0, prasidant of ¢
Bixby and Hemrick hospitals, iold The Tolsdo Blade

Thiz amployees aooedded patient rames, beth dJates, medications and clirkcal
Infarmation fiom acube care sarvices. Dr Yaroch ndicahe] aorme o he reoords were
printid, mnd Buere is no reason la beliewa the miformalion was reconded Tor culside
uza, aceording o he repor

Ancthar employes of the Toledo, Ohio-basad health system alerled hospital
admiristrators of the breach in Apdl, and ProMedica launchad an inmestigaton o
the incident. Or. Yanoch informed The Toledo Bhnde of the breasch on Friday
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SECURITY

erso & breach
\ a breach of
g y leading to the
accidental or unlawful
destruction, loss,
alteration, unauthorized
disclosure of, or access
to, personal data

transmitted, stored, or
otherwise processed

A Breach is the
unauthorized
acquisition, access,
use, or disclosure
of protected
information, Which‘

compromises t
security or

of suca ior“

N
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SECURITY
Personal

Inform%
of. @)"

{ naI
ormation

\weople

:5Collection

~: Use

» Storage
*:0 Sharing
s Disposal

Impact on Data

+» Confidentiality
s Integrity
« Availability

A

Q
coreren e
&

Governance of the
authorized
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Survey Results

mmportant Undecided mNot Important

*Net figure % Likes to know minus % Does Not like to Know, correctly rounded

*Based on the SWS Survey “FILIPINO PUBLIC OPINION ON DATA PRIVACY
D P 7 ;‘;‘I‘::é‘:'- AND ATTITUDES AND BEHAVIOUR TOWARDS INTERNET USAGE” June 17-
e U commission 21, 2017 National Survey
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Survey Results

Extent of Liking or Not Liking to Know Whereﬁ
Personal Information They Have Prowde&@
Transaction or Application Will B

Philippines, Jun 20 ;

Net*
+89

S
O

X

Adults

Note: No answ 6
know/Ref
responses

sho
f/ % Lik
k minus % Do

like to Know, correctly

rounded mLikes to Know mDoes Not Like to Know

*Based on the SWS Survey “FILIPINO PUBLIC OPINION ON DATA PRIVACY
D P 7 NATIONAL AND ATTITUDES AND BEHAVIOUR TOWARDS INTERNET USAGE” June 17-
e U oo on 21, 2017 National Survey
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Survey Results

Trust in Private Institutions Holding Personal
Information, Philippines, Jun 2017 0

Much Trust itthe Trust Net*

Schools 100%
Hospitals/Clinics 100%
Banks 100%

GLOBE 99%

S m Base: Those who are
3 O aware of the institution
Note: No answer/Don’t

know/Refused responses
are not shown.

i *Net figures: % Much Trust
panl A) 32 minus Little Trust, correctly

Credi Qﬁ
? rounded.
® Much Trust Undecided

*Based on the SWS Survey “FILIPINO PUBLIC OPINION ON DATA
D p 7 :;'::EE‘:'" PRIVACY AND ATTITUDES AND BEHAVIOUR TOWARDS
] U COMMISSION INTERNET USAGE”June 17-21, 2017 National Survey
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f/ .
| Browsing

Which of t

foIIo JQ“";#\%&‘ )

?:‘4 g{ad&r?
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Data privacy - acknowledging the rights of Data
Subjects over their data and enforcing the
responsibilities of entities who process them

age
marital status
name -
email
car owner
voting
habits
clicks downloads
political purchases nicrnet
party astrological Searches

average sign criminal record
spending id4s in

D P o 7 NATIONAL f]()[}}eown er house usernames

PRIVACY
‘ ‘COMHISSION
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The Privacy Ecos ystem

v‘\oi
The Dats "‘5&%
Subject \
<~

A
6$ CORGANIZATIQNS
?QOQQ@\\Aegsonal Information

Controllers & Processors

NNNNNNNN



Philippine Constitution

R
Article 3, Bill of Rights Y}\\\“%g} “
« Section 2. Right to be secure in their persoa‘%&es,

papers, and effects against unreasona
« Section 3. Privacy of comm
correspondence
« Section 5. Freg\; |se n&njoyment of religious

professmn fﬁ orsb,(a
Pof abode and the right to travel

zctlo gElght to information, and access to official

records
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RA 9775
RA 8484 RA 9208 Anti-Child Pornography A
Access Devices Anti-Trafficking KP
) RA 9995
Regulation Act Act A Photo o @

=

C

\:kA 8792 RA 10173

RA 7610 . RA 9262 Data Privacy Act
Special Protection Electronic Anti-Violence y

t.Children against Commerce against Women RA 10175

Abuse Act Act and Children Act Cybercrime Prevention Act

D P 7 NATIONAL
PRIVACY
L ! ‘conmsslou
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? Risk management approach | Prevention
and mitigation | Building the culture of
data privacy and protection

NATIONAL

PRIVACY
l ’ COMMISSION




.........................................

 Risk can never be eliminated,
SO It must be manageth

Risk Responses

Accept risk
Avoid risk
Mitigate risk
Transfer/share risk
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m
What is a Privacy Rlé{d’*

\06
A Personal Data a Data
Privacy Violatio Q& as NOT
t.
P eoflye
?6?11 >
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STRUCTURE OF RA 10173

Sections 1-6. t‘
Definitions and Sectiﬁ -37.
General Provisions Pew_ 6

ections 7-10. A 10173 Sections 22-24.
The Nat.mnal el Provisions
Privacy -' Specific

» CDFHFHIE%* to Government

W/ e
o®° ?‘?’\\‘

Sections 11-21.

Rights of Data Subjects, and Obligations of
Personal Information Controllers and Processors

++++++++++++++++++++++++

D p 7 NATIONAL
PRIVACY
e ‘ !couulsswu
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FULL TITLE
o\*

An act prote
individual personal infor é atlon
and communications sy ? tI\ ernment and
this purpose

the private sec
a Natl?§ rV, mm|55|on
"s‘an for@gr puUrposes
Q
N o

NATIONAL

PRIVACY
‘ ’ COMMISSION



Where

Is privacy in
all of these?

The law upholds the rlgtﬁg‘ \Qs

protecting individual rmatlon

The Nati @%@@ Commission
pro tect rsonal information by
\fﬁﬁrocessmg of personal
?.\ information
\'¢

NATIONAL

PRIVACY
‘ ; COMMISSION
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AN in%’v(aljalq/hgse personal,

S onal or privileged

??‘sg);‘aion is processed.
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Right to Data
Portability







The obligations of data
controllers and processors

NATIONAL

PRIVACY
U COMMISSION




PERSONAL INFORMATION CONTROLLER :

e P*\' ;

i Refers to a natural orJurl on or .
: any other body Who :
: processing of p P a etructs :
. another to proé on its -
: behalf '

@Jgrldmal person, or any other :

performs such functions as :
ucted by another person or '
4 organization; or
A natural person who processes
personal data in connection with his or
her personal, family, or household affairs;

3 D p 7 NATIONAL
PRIVACY
. T ‘ ‘couulssmu
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Refers to arv ﬁldlcal

person O y to

. “ ®olke W information

- Q nt oII@ outsource or

: e processing of
,“( nal data pertaining to a
?6$ P(':sata subject.

o¥ o

% ¢
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OBLIGATIONS OF A PERSONAL
INFORMATION CONTROLLER

The PIC should collect .m 06

personal information for The PIC should process ﬁ
IC sho process
a Cur

specified and legitimate oersonal information
nt and

purposes determined and .
declared before, or as fairly and lawfully, and

L

L

L

L

L

L

L

L

[:

in accordance wit he ersonal ;
soon as reasonably atlon '
practicable after rights of a d ;
collection :
[:

ﬂ [

| ,
—_ ;
i & shoul retain personal ‘
L

L

L

L

|on only for as long as The PIC must

The PIC should ssary for the fulfillment of implement reasonable and

purposes for which the data appropriate organizational,
prfocess beh | P was obtained. The information physical and technical
intorm equate y should be kept in a form which measures intended for the

eSSIVe pek;mlts |<:Ient|f|clat|on ofhdata protection of personal
? subjects for no longer than is information.
? necessary.

DPY)7 (o
PRIVACY
e COMMISSION
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The National Privacy
Commission
el

NATIONAL
PRIVACY
COMMISSION



NPT IH
‘,:- ‘{,: ,
(Il S

fsd B
-y -

Advisory  Advocacy * nvestige ion

e A NF N
® i e G | £&F 7.5 5

Compliance Fuolic ~ : :
& Monitorinc “ Education Complaints . Enforcement

4

Rule—Making

. =

NATIONAL
PRIVACY
COMMISSION




SEC. 2. Protec *Qs
fundamen '&l an $\t of
pnvac;?
I% nsur e flow of
é promote
‘Bﬁ and growth; role
rmatlon and
mmunications technology
to ensure that personal
information under the
custody of the government

and private sector are
secured.
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= SEC. 4. Applies t @

processmg
persona atlo

COU

|f|

S Cé sonal information

cér llers may invoke the
rinciple of privileged
communication over
privileged information that

they lawfully control or
process.
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PROCESSING

Any operatlonK OSet of

operations rme
persona but

Hchon
szanon
dating or
do@ ation, retrieval,
nsultation, use,

consolidation, blocking,
erasure or destruction
of data.
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CREATE AND
COLLECT &

- /3 A
0T e
e (8 AR

DESTROY e
E THE DATA

USE AND
DISTRIBUTE
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Punishable Act

Unauthorized Pur

Unauthori@
Perso$ $
Inf n/Rec?

NATIONAL

PRIVACY
‘ ‘ COMMISSION

DR ()7

18 n to 5 years — 2
o 7 years

Fine (PHP)

500 thousand to 2 million

year to 3 years — 3 years
to 6 years

500 thousand to 4 million




ll. STORE AND TRANSMIT

o /«\0‘:\
o
AN

Punishable Act Impriso?ent Fine (PHP)
Accessing of Personal Q

Information and Sensitive 4yea o 3 y€ars years to

Personal Information due

year
Negligence %

500 thousand to 4 million

Intentional Bre o 3 years 500 thousand to 2 million

Malicious 8 months to 5 years 500 thousand to 1 million

Q Elzed DI?SE lyearto 3years —3yearsto |5n4 thousand to 2 million
5 years
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- 7% Ill. USE AND DISTRIBUTE =~ “

Punishable Act Imprisonment Fine (PHP) s
Unauthorized

£
/

S

E =5
w
/

17//

Processing of Personal

information and 1year to 3 years — 3 SOk‘usand@l

- ears to 6 years
Sensitive Personal y y

Information

Unauthorized Purposes 18 months Qo years ‘Ré El lousand to 2
2 year¥ 7 eara h million

Intentional Breach Ql to 3 500 thousand to 2

million

500 thousand to 1

Concealing ;g@ '8 @n s to 5 years million
i@i Iscl & 18 months to 5 years 2I00) UneiEEel 1o 1

million

1year to 3 years — 3 500 thousand to 2
Disclosure years to 5 years million
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IV. RETAIN

Punishable Act

: Fine (PHP)
" |Access due to Negli

*3 years = Jyears 500 thousand to 4 million

onths to 5 years 500 thousand to 1 million

Records

Malicious

1 year to 3 years — 3 years

500 thousand to 1 million
to 5 years
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- |Punishable Act ‘ priso m@ : Fine (PHP) :
: Improper Disposal f@ 6 nati2 years — 1year to 100 thousand to 1 million :
- |Records s
- |Access L@ egli r\ yearto 3years —3years |55 tousand to 4 million
. to 6 years .
. |Co aling Brea 18 months to 5 years 500 thousand to 1 million
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: Principle of Transparency ‘ :
A data subject must be a ?f the n% urpose, and extent of -

f the processing of his or l&o a, including the risks and :

. safeguards involv e ide tlt personal information controller, :

. his or her rlg ject, and how these can be exercised. :

. Any mfor nication relating to the processing of

- pers easy to access and understand, using clear :

?a@ nIa ;
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HOW TRANSPARENCY IS
DEMONSTRATED



W
O
Consent of the data su '&} any
freely given, specm eﬁ cation of
will, whereby t grees to the
collection a éof personal

inform’Lo@ or relating to him or

her rk‘s be evidenced by written,
g rbbc@ ecorded means. It may also be
0 ehalf of the data subject by an
?. Q t speuﬂcally authorized by the data
? ubject to do so.
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Principle of Leg' ]
The proces inf ion shall be

compa‘ Ia‘ec ared and specified
whi st not be contrary to law,

cvﬁa ic policy.
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PROPORTIONALITY

4 _5 "\0:
A \~\" e\©

Principle of Proportio I@“ SA
The processing of i mati Il be adequate,

relevant, suitablé, n ces , and not excessive in
relation to Iar nd specified purpose.
Perso e processed only if the

ocessmg could not reasonably be
er means.
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Commit to Comply: Know Your Risks: P “untable:
Appoint a Data Conduct a Priv 6 e your Privacy
Protection Officer Impact Asse é nagement Program

(DPQ). é and Privacy Manual.

0? De ﬂate Your Be Prepared for Breach:

fice: Implement Regularly exercise
? r privacy and data your Breach Reporting
protection (PDP) measures. Procedures (BRP).
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Yhe Importance of a Data
Protection Officer
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champion ' $
of priv \.,_ tact for

withi data subjects | é |

&‘Q athq ) and the NPC.
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1. When the NPC ries
and CII‘CUl

2. When tk@ ucts audit and

gﬁ\ ecks
ﬁ&l otify the NPC about a
al data breach
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What do we look for when the NPC
comes knocking at your door?

2. Do you have a sensible da gNQ
3. Is it based on risk a% %

4. Do you ;Qﬂ r Qf in data privacy and

B e
Q%re yﬁ: prepared for breach?

R v T ot L T T T T o S e LT SR T T T L T T o S Y Ly Ve o



THE NPC DATA PRIVACY ACCOUNTABILITY
AND COMPLIANCE FRAMEWORK

. Il. RISK V. DATA ‘
. ; Q. Organizational ‘
s A.Choose a DPO B. Register E. Privacy Managem cy No i \ R.Phrga'mzla Iona i
< C. Records of Program . Data.Su - Fnysica .
processing activities F. Privacy Manu Righ S. Technical

* D. Conduct PIA P Li ycle » Data Center .
. » Encryption ‘
. » Access Control Policy e

L

%

T AssEssmENT '

™ I r
® N :
. L
L L
’ Vii. THIRD X. PRIVACY .
= VI. BREACHES PART'ZS VIll. MANAGE HR IX. CONTINUITY ECOSYSTEM ;
[} — L
" 1,\;| Data Breao u. l \ .- f. V. Trainings and i ContirWUifjcg g Y. New techno|ogies :

ana Y ifi i ssessment an
. X = Q! Basis for Certifications N and standards .

sclosure S it evelopment

- a Breach ata Sharing W. security » Regular PIA Z. New legal
. esponse Team Agreements Clearance » Review Contracts requirements
. » Incident Response » Cross Border » Internal Assessments
. Procedure Transfer Agreement » Review PMP
o » Document » Accreditations

» Breach Notification
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I. Establishing Data Privacy Governance

1. Appointment of your Data Privacy Officer (DPO)

Il. Risk Assessment

Register
. Records of processing activities
. Conduct of a Privacy Impact Assessment (PIA)

lll. Preparing Your Organization's Data Privacy Rules
. Formulate your organization's privacy management program (PMP)
. Craft your agency's privacy manual

IV. Privacy in Day-to-Day Information Life Cycle Operations (To Be Included in the Privacy Manual)

. Informing data subjects of your personal information processing activities and obtain their consent, when necessary. (Privacy Notice)

©

. Formulation of policies/procedures that allow data subjects to object to subsequent processing or changes to the information supplied to them

9. Policies for limiting data processing according to its declared, specified and legitimate purpose

10. Policies/procedures for providing data subjects with access to their personal information including its sources, recipients, method of collection, purpose
of disclosure to third parties, automated processes, date of last access, and identity of the controller (Data Subject Access Request)

[ ] 11. Policies/procedures that allow data subjects to dispute inaccuracy or error of their personal information including policies/procedures to keep the same| CREATION AND COLLEGTION,
up to date STORAGE, TRANSMISSION, USE AND DISTRIBUTION,
LJ RETENTION, AND,
12. Policies/procedures that allow a data subject to suspend withdraw or order the blocking, removal or destruction of their personal information DESTRUCTION/
LJ DISPSOSAL
13. Policies/procedures for accepting and addressing complaints from data subjects
L]
14. Policies/procedures that allow data subjects to get indemnified for any damages sustained due to such inaccurate, incomplete, outdated, false and
. unlawfully obtained or unauthorized use of personal information.
® 15. Policies/procedures that allow data subjects to obtain from the personal information controller a copy of his or her persghal datafprocessed by
electronic means and in a structured and commonly used format
[ ]
16. Policies/procedures for creation and collection, storage, transmission, use and distribution, retaining personaldata for only a limited period or until the
L] purpose of the processing has been achieved, and ensuring that data is securely destroyed or disposed of
L4 V. Managing Personal Data Security Ri
LJ 17. Implement appropriate and sufficient organizational security measures (Policies aag,procedures in place)
L] 18. Implement appropriate and sufficient physical security measures (Physical Ac€ess and Security, Design and Infrastructure)
L 19. Implement appropriate and sufficient technical security measures (Firewalls, Eneryption, Access ContpdlPolicy, Seclrityfof Data Storage, and Other Information Security Tools)
] VI. Data Breach Management
) 20. Compliance with the DPA's Data Breach ManagementiRequirements (e.g. Security Pelicy, Data Breach Response Team, Incident Response Procedure, Document, Breach Notification)
° VII. Managing Third Party Risks

» 21. Maintaining data privacy reguifements (Legal Basis for Disclosure, Data Sharing Agreements, Cross Border, Security of Transfers) for third parties (e.g. clients, vendors, processors, affiliates)

VIil. Managing Human Resources (HR)

2 22. Periodic and mandatory personnel training on privacy and data prétection in general and in areas reflecting job-specific content
» 23. Issuapice of Security Clearance for those haadling‘personal data
-
™ 24 Scheduling'of Regular PIA for néw and existingprograms, systems, processes and projects
& 25. Reviewrof Forms, Contracts, Policies'@and Procedures on a regular basis
26.Scheduling of Regular Compliance Monitoring, Internal Assessments and Security Audits
. 27. Review, validation and updaterof Privacy Manual
L 28. Regular evaluation of Privacy Management Program
L 29. Establishing a culture of privacy by obtaining certifications or accreditations vis-a-vis existing international standards
[ ] X. Managing Privacy Ecosystem
» 30. Monitoring of emerging technologies, new risks of data processing, and the Privacy Ecosystem
. 31. Keeping track of data privacy best practices, sector specific standards, and international data protection standards
® = 32. Seeking guidance and legal opinion on new National Privacy Commission (NPC) issuances or requirements




Data Privacy Act (RA 10173) Checklist

Signs of Compliance, Commitment to Comply, Capacity to Comply

Pillar 1: Commit to Comply: Appoint a Data Protection Officer (DPO)
Sec. 21 of the DPA, Section 50 of the IRR, Circular 16-01, and Advisory 17-01

V3.

Appoint an individual accountable for compliance

Ineffect

O MNotarized designation of a DPO/COP, filed with the NPC
Evidence that DPO/COP recommendations are taken into
consideration when making decisions

Contact details are easy to find (e.g. on website)

O
O
O cContinuing education program for the DPO/COP

ive dat
ﬁf inter
Lack of i %

COP (i CEO or HoA is the default DPO)
n DPQ/COP and top management
tween DPO/COP and functional units

from the DPO/COP is largely ignored

m; Data processing controls do not take into account the risks to the rights

and freedoms of data subjects

Know the risks represented by the proce freedo
of data subjects qq
O Up-to-date organizatio of pro andle
personal data, inc process }
O PIAs have b u::ted and ed kept up-to-date by
the pr
O {thDEe i nfﬂrmatmn life cycle) have
consulted as pa IA process
O PI&includes a privacy risk map, a list of controls, an
implementation plan, and a monitoring/evaluation milestone

oo oOoo0o

Mo PlAs

Process owners do not “own” the PlAs

PlAs are not updated when changes are made to the process, or to
the technologies being used in the process

Stakeholders are not consulted for the PIA

Controls identified during the PIA are not implemented
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The Data PrlvacyOV\P*
Golden Rulg(\

If you @aﬁ%@@éct It

6@:‘{:04 tc€ollect It. ‘—_:L
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?vcg @@ entle are seldom obeyed; too severe, -

seldom executed.’” Benjamin Frankiin
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Ang personal information mo
parang pagmamahal lang.

AGE
MARITAL STATUS
ETIENTICOTY NATIODNALITY

PHELOSOPHICAL AFFLIATIONS

SEX

GROSS INCOME
BIRTH PLACE AND DATE
FAVORITE HASHTAGS ONI =
FULL MAIDEN NAME OF MOTHER EXPENDITURES AND OBt
HEALTH EDUCATIONAL ATTAINMENT SIBLINGS = ALT
E-MAIL ADDRESS CONTACT NUMBERS PIN 7D

SOCIAL SECURITY NLMBER

Ok 88

\SsSwWORDS
PASSPORT INFO, 18”7

URRENT HEALTH RECORDS GENETY REr RL~ ZOUIT

LIKES WATTHING HAMSTER, O

al O - PHOP MUEST TV DEDS

Y
W SARY A GELONIMO D ™0 =
AN, WEEKLAYS, AND ST 'Y X488

HAS TH=& 1 JEEN, TWO BOYS EwakL

LIKES B ST IG ABOUT #1441 TH MATCHY
2 CECIS TO TN B AT VA 36
WORKS A7 EDI SA +uSO MC
TEL NG KONC
1 15 ;,‘
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 SITH
HAPPENS

..But that’'s what we were made to handle.
For #DataPrivacy concerns-and complaints,
e-mail us at compjaints@privacy.gov.ph.
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National Privacy Commission
megtabcia Sebs rga ng e MOGK 34 M kanAte T B e
R, v Mg AORE Bk AN & Pa i A Y Drnoral

Bes, sayang ang bagc mong cellphone kung kay dali naman paia ma-hack. MOS S R0y PTIASIA B SSN 26 Sthek
Sundan ang mga expert tip na ito para lalong maprotektahan ang sarili
tuwing gumagamit ng celiphonel

#PrivacyPH #DataPrivacy

‘wag ?6 I ‘ll SETAhook quizaes bo et you lx'ynna;l

magpalo
o?

1

Cell phone qcemrty':;o expert tips to séeure your
smartphone

Keepiogao LRI selure on yags :./l.lv'.pMiué;‘ix critical, so we reached out 1o
b RO G O
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Npeprivacy Toolkit
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I WANT 70
Know More

Know Your Rights

The Data Privacy
Act and s IRR

NATIONAL
PRIVACY
COMMISSION Memorandum

Clrculars

| WANT TO
Comply

Register

Appointing a Data

Protection Officer

Conducting a
Privacy Impact
Assessment

IWANT TO
Complain

Mechanics

Submit a Complaint



2017 DATA PROTECTION
OFFICERS (DPO) SUMMIT

" *# 9 9 & & * @ 8 9 & 8 F 9 8 9 9 F " T % B " F T 9 B B " " ST 9 B 8 B

AML - 4 E i <
L e S e

g' SEime s == gggg;qggg
DPO Assembly For the
Government Sector,
Landbank of the
Philippines, Manila, April
5,2017 (347 participants)

DPO Assembly For Telecommunication Industry,

DPOA ly For the Ba g Industry, BSP GT-Toyota Asian Center Auditorium, University of
AssemblyHall, Bangko Sentral ng Pilipinas, Pasay the Philippines- Diliman, Quezon City, August 1,
City, May 31, 2017 (129 participants) 2017 (181 participants)
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...But that’s what we were made to handile.
For #DataPrivacy concerns and complaints,
e-mail us at compiaints@privacy.gov.ph.
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TELCO

Health Banks & Noﬁ k Finangial Institutions

0 ucaé\asea rch
Utilities NPC \%dla & Social Media

SECTORAL |

Government

Workplace
Retail, Hospitality, Tourism

Phw
!tmg & Transportation &

&\letworklng Real Logistics
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fa QQ r@g/acy gov.ph

twi om/privacyph

privacy.gov.ph
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