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\
“the right to W‘ahdone -

the mo\i‘p%}nprehensive of

\
Rgﬁ’% and the right most

O valued by civilized men”

[Brandeis ], dissenting in Olmstead v. United States,
277 U.S. 438 (1928)].
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o™

* Full disclosure of information on the part of t@@; atient
IS a prerequisite to quality care and Qﬁ&er health
outcomes. C:l C

« Communication between doctor w%atient is generally
considered privileged and shoWld not be inquired upon
even by the Courts. TheMsion IS Intended to make
sure that informatiorg(b tained by physicians in the
course of treat%@ﬁ will not be used to blacken the
reputation ofe'ﬁ lent (Rules of Court).

Carl %o TI. Antonio, Ivy D. Patdu & Alvin B. Marcelo, Health Information

d/y;gry in the Philippines: Trends and Challenges in Policy and Practice, 50(4) ACTA
EDICA PHILIPPINA: THE NATIONAL HEALTH SCIENCE JOURNAL (Oct-Dec 2016).
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Health information is
valuable and its
unauthorized use or
disclosure may put ,
<\©
patients at risk for oK
unwanted publ{qﬁy

discrimination, identity
theft X)ther acts
P icial to the patient.

IDP 2017



01110000 01100001 01110100 01100100 01110101

R SR \OV\
The individual’s ability to control the oW of

information concerning or descrilfihg him,
which however must be oxﬁﬁ%—atl'anced by
legitimate public conce s To deprive an
individual of his dpower  to control or
determine Whoeqx!é share information of his
personal de%eﬂ‘i’s would deny him of his right to

his own-personhood.
\2

Diss pinion of Justice Consuelo Ynares-Santiago in G.R No 167798 Kilusang Mayo Uno, et al., v.
?%Director General, National Economic Development Authority, et al., and G.R No. 167930 Bayan
Muna Representatives Satur C. Ocampo, et al., v. Eduardo Ermita, et al. (19 April 2006)
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| e
I | Itisthe po‘ki&sOf the
Data Privacy bree Flow Statg t‘oﬂarotect the
\ S ’ f@&%mental human

Freedom of the
Press

.. right of privacy, of
communication while
ensuring free flow of
information to
promote innovation
and growth.
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Scope of the Data Privacy Act :

: Those who :
. process Personal :
. Data :
5 & prcassingo ;
- RN e 3. .
O .

. ‘4 :

O
??’ Data Privacy Act applies to the processing of personal data

: by any natural and juridical person
9207 il in the government or private sector.

IDP 2017
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* Any information from which the id of an
individual is apparent 4

* Any information that can béxbht together with
other Iinformation to r ably and directly
identify an individual Q\A

<\ . .
*Includes sensitiv rsonal information such as
your health, ation, genetic or sexual life
-Includes(qﬁ?ormatlon that is  classified or
priv

IDP 2017
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A. “Man born on June D.
19, 1861~
N

B. “Philippine national ?9‘
P‘\'
hero born on Jun\%@,
1861 V\pﬁ‘

C.“Jose P 10 Rizal”

?6@ Jose Rizal, available at

https://en.wikipedia.org/wiki/Jos%C3%A9_Rizal

IDP 2017
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De-ldentification
I T T R S T T T S S T T . CE T . o$
Names 9. Health plan beneficiar bers

2. All geographic subdivisions smaller 10. Account numbe

than a state, including street . :

address, city, county, precinct, ZIP 1 Cert.lﬂca.teﬂfsnse number.s

Code, equivalent geocodes, except 12. Vehl%’&ntlﬂe.rs and serial

for the initial three digits of the ZIP nupibers including license plates
code if more than 20,000 people &,Sevice identifiers and serial numbers

x 3. All elements of dates except yg& 14. Web URLSs

= (ages over 89 = age 90 %&ﬂ 15. Internet protocol addresses

- 4. Telephone numbers“e 16. Biometric identifies (i.e. retinal scans,
. 5. Fax numbers ?" fingerprints)

. 6. Email addreqs@ 17. Photos

e 7. Sociale ity numbers 18. Any unique identifying number,

: 8. &®| al record numbers characteristic or code

: DP o 7 sy Khaled El Emam, “The 18 HIPAA Safe Harbor Elements”, Guide

. i L) coummnicn to De-ldentification of Personal health Information (2013)
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Those who process o\h"
Personal Datakc:‘

*Personal In@@ﬁnatlon
Cantroller

*P nal Information
" o?« Processor
<
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O™
» Individual, Corporation, other ‘r\\h\?’
body = the one who controls  ¢© :
the processing of persona P»Cl | s
data, the one who dec:|d N Sog 28080
* There is control if the{&tfé‘[ural LU OO0
or juridical per&%( any || Ehppi=
es on what | | |

other body\g\e
mformatl@ﬁ collected, or

the@w ose or extent of Its

essing.
oS
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000000000000000000000000000000000000000000000

2
* Individual, C‘g‘q}oration

At - - Sateel . ther 12@51)}, who
Electroni pro s the personal
Medical ata for a Personal

nformation Controller

* Personal information
processor should not

sowEmEmae | make use of personal
| A/ 4L data for its own
o I : . purpose
p :;;-am.
DPQ 7 =5
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o
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000000000000000000000000000000000000000000000

nature, purpose, and extent of the progessing of his or
her personal data, including the 1isKs and safeguards
involved, the identity of ¢personal information
controller, his or her righ@&’a data subject, and how
these can be exercise «\0

* Any information@nd communication relating to the
processing Qf‘%ersonal data should be easy to
access ,‘ahg understand, using clear and plain

IDP 2017
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9’5\0‘&
AT personal data will be collected \t\‘h\
* WHY personal data is processed (',0 ;
* Purposes of collection and pro \i ‘b including direct .

marketing, profiling or rese &
* Basis of processing not based on the consent of the
data subject; \0 .
* HOW personal d% II be collected, used, accessed and
stored, mcludu(g\ ecurity measures in place .

« Automat@d processing that will be basis of making
deci s that would affect data subject

?:dﬂ period for which the information will be stored
¢

2

524

IDP 2017
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* WHO will process personal data ‘r\\“\

* The identity and contact details of tj;ld&rsonal data
controller or its representative C

* The recipients or classes of Q&t\%ients to whom the
personal data are or m disclosed

 Transfer of persona{@ a outside the country
e RIGHTS OF DAT %JECTS, Including the right to file a
complaint be‘z& the National Privacy Commission.

<©

IDP 2017
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000000000000000000000000000000000000000000000

1. Right to Info {A |on
2. Right to ect

3. Rig Access

4 ht to Correct
,‘\0‘"\? Right to Erase

A@@ESS 6. Right to Damages

7. Right to Data

Portability
8. Right to File a
\* ) Complaint

IDP 2017
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General Data Privacy Principles

........................................ \O"\

¢
* Legitimate purpose. The processing ofo' }%\rmation
shall be compatible with a declared ‘@nd specified
purpose which must not be Contra@p&) law, morals, or
public policy. Q?~\

* Processing of persora& ata should have the
individual’s conse ",:(br must be authorized or

allowed by thg“g titution or by law.

IDP 2017
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I It's NOY
—

[t’s INICIT C(g\@gént

* CONSENT refers to\gﬁ\?\'freely given, specific,
informed indication® of will, whereby the data
subject agree,iq& the collection and processing of
personal information about and/or relating to him
o1 h%@(‘(

°€b¥ consent shall be evidenced by written,

“electronic or recorded means.

IDP 2017
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CASE STUDY 1/97

https://www.dataprotection.ie/docs/Case-Study-1-97-Hospital-Patient's-Data/156.htm

* The complainant attended the accident and em cy
department of a public hospital. A few months‘\ater,
she was contacted by an organisation c Ing out
research. The researchers knew wher$he had attended
the hospital and why, and the%@s‘}! d her to answer
some questions. \

DFEY7
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CASE STUDY 1/97

https://www.dataprotection.ie/docs/Case-Study-1-97-

Hospital-Patient's-Data/156.htm \O‘&

* The hospital was in fact 5of its
obligations under the rotection
Act, but it conten &eﬂ, at it had met

these in two

1. It 11stew onnel encaged in
research" as disclosees in

try in the Public Register of
\0‘5

ata Controllers.

. It made patients aware of the
research project by putting a
NOTICE in the waiting area of the
accident and emergency
department. This notice told
patients that the hospital intended
to disclose their information to the
researchers, and invited them to
let the receptionist know if the
objected.

IDP 2017
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* On the Noticed Placed in the waiting area: The issue~“to be |
decided was whether this was an adequate waywfinforming *
patients that their information would be,disclosed to the -
researchers. :

 In different circumstances, it mightvhave been. In this case, °
however, account ought to have¥been taken of the particular -
environment in which patients' data were obtained. Many -
patients presenting themseélves at the casualty department of a .
hospital may be expected to be in a state of some anxiety or |
discomfort. Consequently, they may not be expected to be alert *
to matters(not relating directly to their condition. In such -
circumstances there is a special need for the data controller to -
satisty itself that any uses of the data which are unlikely to be 4
anticipated by the data subject are fully explained.

IDP 2017
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Sometimes, Consent is NOT
Necessary
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Sometimes, Consent is NOT
Necessary
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. When is consent NOT required? Q
o

» Processing is necessary to protectfhe
life and health of the data subjéct or
another person, and the subject is
not legally or %hysic§fy ble to
express his or her,gonsent prior to the

rocessing&im&gency, Public Health

mergen

v \’
K Pro%ﬁpﬁn is necessary for purposes
dical treatment, is carried out
a medical practitioner or a medical
treatment institution, and an adequate
level of protection of personal
information is ensured

IDP 2017
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Johqgtﬁ‘})pklns :
m:"mwmw i Hospital to pay -
L %190M .
AWW 3 settlement after}
uem,,,g gynecologist
— secretly
A SECRET RECC ': &1 recorded
Am& =l patients

| mout over gynecologist
Kocuw recorded

attps://www.youtube.com/watch?v=iJQHWgQvDaE
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o
* Proportionality. The processing of informﬂi&b\shall be
adequate, relevant, suitable, necessa¥y, and not
excessive in relation to a decla and specitied
purpose. Personal data shall rocessed only if the
purpose of the processiI\g&ould not reasonably be
tulfilled by other meag&\o

A

IDP 2017
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Organizational Confidentiality
Physical : Integrity
Technical Availability
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THE DPO SHOU%E@& ESS
SPECIALIZED KN E AND

* Relevant privacy

DEMON% E RELIABILITY
or data 'NECESSARY FOR THE
protection p ANCE OF HIS OR HER
policies and IES AND RESPONSIBILITIES.
practices
*Processin
o9 o
operatlon%«
. SGC’[Q{*DP GDPR will require 75,000 DPOs worldwide,
Ing@Stry s
QO PiFture fr.om http:// www.compu.terweekly.com /news/450402719/GDPR
? will-require-75000-DPOs-worldwide-study-shows

IDP 2017
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oooooooooooooooooooooooooooooooooooooooo o$
\
» Personal Data Flow 59
 Source and Collectio @r\
« Accountable and,(rﬁs nsible

persons
. Pu rpose \’ocessmg

ers ta Processing
|ty measures

ansfer outside country

y\e' Identify and Assess Privacy Risks
* Privacy Risk |ldentification

* Privacy Risk Analysis

* Privacy Risk Evaluation (Level of
mpact and Likelihood of Risks)

 Address risks

IDP 2017
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Q7 u

R A T
ey
Lo LT ™

Privacy
Impact
Assessment

\

«‘Qﬁp

What are the
risks?

01110000 01100001 01110100 01100100 01110101

9/ .9. ' 9'9'0.90. 0V .9"'0-.9.. 9. .9 9.9'9. ' 9'0-0"90"'99.9.9-9"'"9 9.9 5.'90-9.9'9. .90 99

* The determlné @9 of the

appropriat of security
must l@ nto account the
of the personal data
Q.S be protected, the risks
represented by the
processing, the size of the
organization and complexity
of its operations, current
data privacy best practices

and the cost of security
Implementation.
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 OQverview
 Scope and Limitations
* Records of Processing Activities

e Data Protection Policies and
Security Measures

* Policies and procedures for data
subjects to exercise_thelr rights
under the Act

* Regular review and monitoring of
privacy.and security policies

............................................

IDP 2017
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Procedure for collection, use or disclosure,
storage and disposal of personal data

Revised Rules of Evidence, Rules of
Court, (March 14, 1989)

rsons cannot
edicine, surgery or
e or treatment given by
professional capacity, which

e reputation of the patient

Section 24 (c), Rule 128: Disqualification by reason of privileged communication. — The fo
testify as to matters learned in confidence in the following cases: A person authorized to
obstetrics cannot in a civil case, without the consent of the patient, be examined as t

him or any information which he may have acquired in attending such paneﬁ
information was necessary to enable him to act in capacity, and which woul

An Act Defining Violence Against
Women and Their Children, Providing
for Protective Measures for Victims,
Prescribing Penalties Therefore, and
for Other Purposes, “Anti-Violence
Against Women and Their Children
Act of 2004”, Republic Act No. 9262,
(March 8, 2004)

Secuon 44, Confidentiality. — All records pertaining to cases of viol
those in the barangay shall be confidential and all public offi
hospitals shall respect the right to privacy of the victim. ishes or causes to be published, in any format, the
name, address, telephone number, school, business yer, or other identifying information of a victim or an
immediate family member, without the latter’s con be liable to the contempt power of the court.

Any person who violates this provision shalﬁc penalty of one (1) year imprisonment and a fine of not more
than Five Hundred Thousand pesos (PS5 v

nst women and their children including
d employees and public or private clinics to

e - -

Philippine National AIDS Council
Resolution No. 1, Rules and
Regulations Implementing the
Philippine AIDS Prevention and
Control Act of 1994 (RA 8504), (Apnl
13, 1999)

wcal confidentiality shall protect and uphold the night to privacy of an individual

18 diagnosed to have HIV, It includes safeguarding all medical records obtained by health
ors, co-workers, employers, recruitment agencies, insurance companies, data encoders, and

record, file, or data,

gty “shall encompass all forms of communication that directly or indirectly lead to the disclosure of

the identity or health status of any person who undergoes HIV testing or is diagnosed to have HIV. This

on may include but is not limited to the name, address, picture, physical description or any other characteristic

Sec. 41. Medical Confident]
who undergoes HIV t
professionals, hea

fo
f a person which may lead o his/her identification.

IDP 2017

?QAntonlo Patdu & Marcelo. Health Information Privacy in the Philippines: Implications for
Policy and Practice (Privacy in the Developing World—Philippines Monograph Series 04/2013)

0P (7

L A T
Ll
TINMLLI

4 To safeguard the confidentiality of a person’s HIV/AIDS record, protocols and policies shall be adopted by concerned
E é officials, agencies and institutions,
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COMMENTARY
Praures Jovriad Or Onouuesiconocr-HEAD Ase Nock Stacesy Vo 31 No T Javuaey = Juse 2016
o™
S\
\r\\“\r’
4 °
by Recommendation ial Media Use
Nt ey Commyion in Hospitals alth Care Facilities
Peputde of the Plippines
P\'
o™
<\
ia is the new avenug for creating connections and sharing of information, Through

| media, one can reach a global community. In recent years, we have seen how social

#C 6 media has changed the way we do things. Socis! Media has been extensively utilized for hesith

o? education and promotion, prowing itself 1o be an invaluable tool for public heaith, professional
networking and patient care benefit

| 6
* vy D % Recommendations for Social Media Use in Hospitals and Health Care
Facilities. 31(1) PHILIPPINE JOURNAL OF OTOLARYNGOLOGY HEAD AND NECK SURGERY (June,

). Available at
https://apamedcentral.org/Synapse/Data/PDFData/O011PJOHNS/pjohns-31-6.pdf

01110000 01100001 01110100 01100100 01110101



01110000

01100001

01110100

01100100

01110101

PHYSICAL SECURITY MEASURES




01110000 01100001 01110100 01100100 01110101

* Design of office space and work stations, including the p g
arrangement of furniture and equipment, shall pro
to anyone processing personal data, taking mto Qb%eratlon
the environment and accessibility to the publ

« The room and workstation used in the p\gp&smg of personal
data shall, as far as practicable, be d against natural
disasters, power disturbances, e aI access, and other similar
threats.

IDP 2017
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Records room, work stations and data
centers should have limited access.

Innovative Electronic Medical Record System Expands in Malawi (2014) available at
http://www.cdc.gov/globalaids/success-stories/innovativemalawi.html (last accessed June 20, 2016).

DPQ7 ==
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TECHNICAL SECURITY
MEASURES




01110000 01100001 01110100 01100100 01110101

1 BN O G By N LN AN ML S W W D EY S RN G A M) N WM YM XX [ MBS P B BF AN AN BN BE KN 22 B BN BY U Ay N LN AN %4

The Ashley Madison hackers have .
posted personal data like e-mail :
.....o.............-...éddr.eésoeosoaona.aocéédnot-de. :
from 32M of the site’i#}nbers.
The group has @éd two .
motivationgl Fﬁré they've
critici@ysﬁ'\shley Madison's core :
rQ'Qr\m of arranging affairs :
P»\‘between married individuals. '
Second, they've attacked its :
business practices, in particular its
requirement that users pay $19 :
for the privilege of deleting all .
jA\S !_EY MADISON e their data from the site (but, asit .

turns out, not all data was
scrubbed).

ASHLEY
MADIS= N’

A e o et

Life is Short. Have an Affair.®

D p 7 :.-'.?-“ Robert Hackett, What to know about the Ashley Madison hack (Aug. 26, 2015)available at
U SO http://fortune.com/2015/08/26/ashley-madison-hack/ (last accessed 2/22/17).
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Technical Security
Measures

- g 5
: © 'SAFEGUARDS: INCIDENT RESPONSE, *
;gggg;’;,\\(ﬂgﬁ#g\( '«\ ENCRYPTION, CORRECT AND
: AUTHENTICATION MITIGATE BREACH,
: 6?:‘ PROCESS RESTORE SYSTEM
o°
%
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National Privacy
Commission Issuances

16-02 DATA SHARING “P

AGREEMENTS INVOLVII\%\O
GOVERNMENT AGE

Y
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Demonstrate Compliance

3.
Organization

ACCESS

0. . 10. Privacy
k Continuity J Ecosystem




0000000000000000000000000000000000000000

WHY SHOULD PERSONAL DATA BE
PROTECTED? :

ACCOUNTAB

LITY
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CRIME IMPRISON | FINE
MENT
Processing of Processing information when not authorized 1yr 6mos — Php5

Personal/Sensitive (purpose other than medical treatment) 7 years ,000

Information for o‘h\h

Unauthorized Purpose

Access to Persons who provide access due to negligence shall¥} 1-6 years Php500,000 to

Personal/Sensitive be liable Php4,000,000

Information due to

Negligence

Concealment of Security | Duty to notify Priva S(@S ssion in case of 1lyr 6mos — | Php500,000 to

Breach breach sp 5 years Php1,000,000

Improper Disposal Negllgently dispose, discard or abandon personal 6 months — | Php 100,000 to Php
data of an in an area accessible to the public or 3 years 1,000,000

placed in its container for trash collection.




“In this digital-era,
informatiorvis the
currency of power
- valuable,
coveted, but at a
very high risk.”
-Senator Edgardo
Angara,

sponsorship speech
for the Data Privacy Act
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QﬂoWhat can you “buy” with your personal data?
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Y
Four people nabbed in Recto chgs\O
S

producing counterfeit docu

-~

O BY GEAG CAMMAS M —

Gerg Cahiles, CNN Philippines, Four people nabbed in Recto for producing counterfeit documents, available at
http://cnnphilippines.com/incoming/2017/02/16/Four-people-nabbed-in-Recto-for-producing-counterfeit-documents.html
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PUBLIC SCHOOL TEACHER IN P800K DEBT AFTER POSTING
PRC ID ON FACEBOOK

Date - Saturday, February 27, 2016

In an interview, he said that he posted his PRC ID on Facebook when he passed e‘ceq'sure
exam. He also posted his papers when he was regularize in a public scho

Few months later, he was starting to received notifications fro%gs saying that he borrowed a qa
total of P800,000 in salary loans. “ '

Though he denied applying for the loans, the?bsnll deducted P9,000 from his payroll
account every month, It surprised hum he did not sign any document authorizing them
to deduct the amount.
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Healthcare Suffers Esti $6.2

Billion In Data Breaclagé

Nearly 80 percent of healthcare o@?ruuom were slammed by a breach
in the past two years. ‘\p

The 511 call has iouo and clear for the healthcare industry: nearly
0% of all é@p re organizatons suffered at loast one data breach in the
y‘& th an average cost of $2.2 milhon per hack

D&Sl
J
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Kelly Jackson. Healthcare suffers estimated 6.2 Billion in Data Breaches. Available at
http://www.darkreading.com/threat-intelligence/healthcare-suffers-estimated-$62-billion-in-data-breaches/d/d-id/1325482
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iv etcgﬁ@privacy.gov.ph :
' I 'h ank \ﬁg‘o@privacy.gov.ph
Ivy D. Patdu

National Privacy
Commission
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