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Why
should
Privacy
Matter?

interational Convention
Center, Sydney, Photo by IDP
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“In this digital era,
iInformation is the
currency of power
- valuable,
coveted, butat a
very high'risk.”

-Senator Edgardo Angara,

sponsorship speech
for the Data Privacy Act

01110000 01100001 01110100 01100100 01110101

‘ ‘ The [Data Privacy] bill

makes it mandatory for all data
coilectors—whether public or
nrivaie—to protect the security,
integrity and confidentiality

of all-the personal information
they collect. By doing this, we

Nhelp usher in a truly knowledge-
e driven economy.
[ .

il
— -

———

O NATIONAL
PRIVACY

COMMISSION Senator Edgardo Angara, 2012
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PE{38 L= The Incredible Story Of How Jarget
Exposed A Teen Girl's Rrégnancy

Pole identified25 products that
when purechased together
Indicateva women is likely
pregnant. The value of this
iINnformation was that Target
could send coupons to the
pregnant woman at an
expensive and habit-forming
period of her life.

Gussp/Wih, he Incredible Story Of How Target Exposed A Teen Girl's Pregnancy, available at
e Wwww.businessinsider.com/the-incredible-story-of-how-target-exposed-a-teen-girls-pregnancy-

2012-2 (accesed Oct. 20, 2017).
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Personal Data Protecti
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Principle of Accountability
(Data Privacy Act, Section 21)

« Each personal information controller its responsible for
personal information under its centrol or custody.

* The personal information .gontroller is accountable for
complying with the requirements of this Act.

« The personal information controller shall designate an
individual or .andividuals who are accountable for the
organizatien’s compliance with this Act. The identity of
the individual(s) so designated shall be made known to
any-data subject upon request.
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DESIGNATE
A DPO
(and COP)

DPA, Sec. 21; IRR, Sec.

26(a), 50(b); 6
Circular 16-01, e »
Advisor 1.

P

abnd g- uoISsSIluWoD ADDAIIH [PUOIION WOJ4) 010Yyd

; " 4
b - _:,;.""i °
/e #Bi1daOne
}/

f privacy.gov.ph W privacyPH

01110000 01100001 01110100 01100100 01110101



DPO and COP

 Personal Information Controllers and
Personal Information Processors shall
designate a Data  Protection Officer
(DPO).

* Functions may be outsourced but DPO
must ovérsee performance. The DPO
alsoy remains to be responsible for
coordinating with NPC.
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Qualifications of a Data Protection
Officer

THE DPO SHOULD POSSESS SPECIALIZED :
KNOWLEDGE AND DEMONSTRATE  * Relevant privacy or
RELIABILITY NECESSARY FOR THE :
PERFORMANCE OF HIS OR HER DUTIES data protection

AND RESPONSIBILITIES. L.
policies and
practices

* Processing

GDPR will ire 75000 DPOs worldwide, .
i e operations

Picture from dttp /. /www.computerweekly.com/news /450402719 / GDPR- P S t I d t
will-require3y5000-DPOs-worldwide-study-shows e C O r O r n u S ry
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"if you want to go fast go
alone. If you want to go far,
g0 together."

YA G pronerh

?@ Picture available at https://artofsafari.travel/blog/wisdom-african-proverbs/ (last
accessed October 20, 2017) 01110000 01100001 01110100 01100100 01110101




Getting Started

* Organizational Commitment

JRegister (Phase | Registration)
JCommunicate Desighation of DPO
JEstablish Reporting Lines

JProvide Resources and Support
JConsider establishing a privacy network
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Duties of the DPO

* Monitor compliance

1. Collect and maintain records of processing
activities

2. Check compliance

3. Advise and issue recommendations
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i Rights of Data

Subjects

Right to Infermation
Right,to Object

Right to Access

Right to Correct

Right to Erase

Right to Damages

Right to Data Portability
Right to File a Complaint

NOTICE

ACC

1
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Organizational Confidentiality
Physical | Integrity
Technical ‘ Availability
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Documents
¢ontaining
Personal
Data placed
in these
lockers for
intended
recipients.
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fined £180K for pati‘e&‘g\
HIV status leak CQ

w

The recipients' email
addresses, of which 730 — —
contained people's full =] a\E
names, were entered into 3
the "to" field instead o
"bee", which masksythe .f,,‘, -
email addreﬁf people B .
receivin&dt‘l essage. "

Q _—-“— f ’ S
? 6 Dean Street, the London-based sexual health HE
QQ McGoogan, NHS sexual health clinic fined £180K for patients' HIV status leak (May 9, 2016)
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. -
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vailable at www.telegraph.co.uk/technology/2016/05/09/nhs-sexual-health-clinic-fined-180k-
for-patients-hiv-status-leak/ (last accessed Jan.11, 2017).
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Duties of the DPO

* Monitor compliance
4. Maintain accreditations anhd certifications

5. Advice on need fgr'data sharing
agreements
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Data Sharing in the Private.Sector

1. Data subject must consent
to the data sharing even
when data is to be shared
with an affiliate or.mother
company

2. Data sharing for
commercial purposes shall
be .covered by a Data
Sharing Agreement
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Are you providing ACCESS to personal data
you have collected to a third party? Is it C‘
under an outsourcing contract? p‘C‘l

I | 'dl

Is there a specific provision of{LAW that
specifically requires data.sharing? (Ex.
Reporting under R.A.No. 9510 — CISA)

hg?ls no specific provision of law, is
re a public service and a STATUTORY

MANDATE? Do you have CONSENT of the
- data subject?
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Contents of Data Sharing Agreements

* Purpose of Data Sharing, including the Public
Function and Public Servicanjt'facilitates

* Parties to the agreement
* Term or Durationf'the Agreement

* Overview ofoperational details and general
description of security measures

 Howddata subjects can exercise their rights
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 CONSENT reters to any “freely given, specific, informed
indication of will, whereby the data subject agrees to the
collection and proeessing of personal information about
and/ or relating to him or her

* The consént shall be evidenced by written, electronic or
recorded means.
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Selling Personal Information without:consent

« An example of very common privacy vielation by Bank of
America was reported by the UtilityaConsumers' Action
Network. In the case Bank of America was charged for
selling the personal information (social security numbers,
bank account numbersyetc) of 35 million customers to
marketers and third parties without informing individuals.
Bank of America‘is now settling for $14 million, and
agreeing.to-change its privacy polices, its Web site, and
Its privacy procedures.
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9‘9‘0‘&
uties of the DPO
 Ensure the conduct
of Privacy Impact
Assessments Privacy

Impact
relative to activities, Assessment

measures, prqec%x&

programs, or (
systems g(f PIC T — /
or PIP 6?, risks?

??’0?

01110000 01100001 01110100 01100100 01110101



9—[3-08 0= 9\0\*
S
Duties of the DPO and &9‘19
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* Ensure proper Breach manaQ@hS’ent
* Cultivate Privacy Awar%q,&?s‘
* Policy DevelopmeQ{QY}d Review

A
)b >
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C Incident
Response
Procedure




DP (38 (= b
TRAINING AND CAPACITY BUILDING
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Photo from National Privacy Commission FB page
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Duties of the DPO

* Advice the PIC or PIP regarding complaints
and/or the exercise by datasubjects of their
rights

» Contact person efrdata subjects, other
authorities andFNPC
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His modusoperandi

is te steal his victims’

information and then

contact call centers of
certain banks to

WD

request for credit card
MAG-INGAT: Impormasyon ng netizen, ginamit sa panloloko, ABS'\CBN(May 3, 2017)
available at http:/ /news.abs-cbn.com/video/news/05/03/17/mag-ingat-impormasyon-ng- replacement .

netizen-ginamit-sa-panloloko.

IMPORMASYON NG NENZEN, anamt  Lided
‘Napa(mcouunesams/\mmom

B
y F

Watch also in iWanty or TFC.tv

Identity theft suspect falls, available at
Identity theft suspect falls e g
(The PhilippinecStar) | Updated April 7, 2017 - 12:00am falls
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Target to pay $18.5M for 2013 data breach tha\\ﬂécted 41
million consumers c,°

Using th@ﬁ'edentials to exploit
ww&%es in Target's system,
Q tackers gained access to
\~a customer service database,
installed malware on the system
and captured full names, phone
numbers, email addresses,
payment card numbers, credit

. card verification codes, and
ﬁrer ttlement for a data breach. Veuer's Nick Cardona Other SenSitiVG data.

12260

Target set a record for the lar

(@nickcardona®3) haz@
Kevin MCC(@? t

get to pay $18.5M for 2013 data breach that affected 41 million
consu \ ilable at https://www.usatoday.com/story/money/2017/05/23/target-pay-
185 -data-breach-affected-consumers/102063932/ (last accessed Oct. 20, 2017).
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