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Dear NN

This pertains to your query received by the National Privacy Commission (NPC) on 10
February 2017. Specifically, you inquired whether the disclosure by the Social Security System
(SSS) of sensitive personal information of some of its members to certain banks would violate
Republic Act No. 10173, also known as the Data Privacy Act of 2012 (DPA). The members
consist of those that have obtained loans from the SSS, while the banks are accredited
collection agents of the SSS. You also mentioned that the members would be informed of such
transfer, thereby directing them to the bank they shall make their loan payments.

Based on the facts, the SSS is proposing to outsource or subcontract the specific personal data
processing operation of loan or debt collection. Such a step is allowed under the DPA and its
Implementing Rules and Regulations (IRR), provided that is carried out in accordance with
their provisions.

It is worth stressing here that the concept of outsourcing or subcontracting is recognized
under the law, and is deemed integral to any given data privacy or data protection framework.
This much is evident from the use and distinction made in the DPA between the concepts of
“personal information controller”? or “PIC” on the one hand, and “personal information
processor”2 or “PIP” on the other. By their respective definitions, it is easy to discern that the
law considers the PIC as an outsourcing entity or principal, the PIP as the “outsourcee” or
subcontractor, and their relationship or those transactions between them as regular
occurrences or part of the norm, in today’s globalized context.

In the case presented by the query, SSS is the PIC while the accredited banks function as PIPs.

1 RA 10173, §3(h).
2id., §3(i).
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In the DPA, the primary reference for the subcontracting or outsourcing of the processing of
personal data is Section 14:

“Subcontract of Personal Information. - A personal information controller may
subcontract the processing of personal information: Provided, That the personal
information controller shall be responsible for ensuring that proper safeguards are in
place to ensure the confidentiality of the personal information processed, prevent its
use for unauthorized purposes, and generally, comply with the requirements of this
Act and other laws for processing of personal information. The personal information
processor shall comply with all the requirements of this Act and other applicable
laws.”

This provision is essentially echoed by Section 43 of the IRR,? although the latter elaborates
on the subject by outlining the particulars of a typical subcontracting or outsourcing
agreement in the next following provision:

“Section 44. Agreements for Outsourcing. Processing by a personal information
processor shall be governed by a contract or other legal act that binds the personal
information processor to the personal information controller.

a. The contract or legal act shall set out the subject-matter and duration of the
processing, the nature and purpose of the processing, the type of personal data
and categories of data subjects, the obligations and rights of the personal
information controller, and the geographic location of the processing under
the subcontracting agreement.

b. The contract or other legal act shall stipulate, in particular, that the personal
information processor shall:

1. Process the personal data only upon the documented instructions of the
personal information controller, including transfers of personal data to
another country or an international organization, unless such transfer is
authorized by law;

2. Ensure that an obligation of confidentiality is imposed on persons
authorized to process the personal data;

3. Implement appropriate security measures and comply with the Act, these
Rules, and other issuances of the Commission;

4. Not engage another processor without prior instruction from the personal
information controller: Provided, that any such arrangement shall ensure
that the same obligations for data protection under the contract or legal act
are implemented, taking into account the nature of the processing;

5. Assist the personal information controller, by appropriate technical and
organizational measures and to the extent possible, fulfill the obligation to
respond to requests by data subjects relative to the exercise of their rights;

6. Assist the personal information controller in ensuring compliance with the
Act, these Rules, other relevant laws, and other issuances of the
Commission, taking into account the nature of processing and the
information available to the personal information processor;

7. At the choice of the personal information controller, delete or return all
personal data to the personal information controller after the end of the
provision of services relating to the processing: Provided, that this

3 see also: IRR, §45.



includes deleting existing copies unless storage is authorized by the Act or
another law;

8. Make available to the personal information controller all information
necessary to demonstrate compliance with the obligations laid down in
the Act, and allow for and contribute to audits, including inspections,
conducted by the personal information controller or another auditor
mandated by the latter;

9. Immediately inform the personal information controller if, in its opinion,
an instruction infringes the Act, these Rules, or any other issuance of the
Commission.”

Other relevant principles or directives in the IRR that concern PICs and their responsibilities
vis-a-vis subcontracting or outsourcing arrangements include:

1. APICisresponsible for any personal data under its control or custody, including those
that have been outsourced or transferred to a PIP.4

2. Using appropriate contractual agreements, a PIC should ensure that its PIPs also
implement the security measures required under the law. In fact, it must only deal
with PIPs that provide sufficient guarantees to implement such measures, and ensure
the protection of the rights of data subjects.>

3. When registering its data processing system, a PIC must ensure that its registration
information indicates the recipients or categories of recipients (including personal
information processors) of the data involved,¢ and, where applicable, whether the
processing is being carried out pursuant to an outsourcing or subcontracting
agreement’.

4. An outsourcing contract, subcontracting agreement, or any similar document,
including its implementation, is subject to the review of the Commission.®

For your reference.

RAYMUND ENRIQUEZ LIBORO
Privacy Commissioner and Chairman

4IRR, 850.

SRR, §26(f); see also: IRR, §50(a).
6 id., §47(a)(4).

7id., 847(a)(2).

8id., §49(c).



